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Industrial Wireless Communication

Introduction

. Overview
Wireless communications offer multiple new opportunities to the Further information can be found under the product entries for
industry for the development of highly flexible and efficient GSM, GPRS and UMTS modems and routers in the section on
automation solutions. Whether Industrial Wireless Telecontrol, Industrial Remote Communication.

IWLAN, or WirelessHART, the Siemens product line for Industrial
Wireless Communications is reliable, robust and secure. The
components are used under the toughest indoors and outdoors
conditions. Their multiple applications in crane systems,
automatic guided vehicle systems, or in remote operation /
remote maintenance systems are a testimonial to their excep-
tional reliability.

Further information on WirelessHART can be found under the
product entries for WirelessHART as well as in Catalog FI 01 and
at www.siemens.com/wirelesshart

Wireless data transmission via Industrial Wireless TeleControl,
Industrial Wireless LAN, and WirelessHART
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Industrial Wireless Communication

Industrial Wireless LAN (IWLAN

Introduction

. Overview

SCALANCE W - wireless communication with Industrial
Wireless LAN

The SCALANCE W products offer the combination of reliability,
ruggedness and security in one product:

* For implementation at industrial and automation customer
sites

e For outdoor environments with demanding climatic
requirements

* For low-cost integration in the control cabinet or in devices

The Industrial Wireless LAN (IWLAN) technology provides an
extension to the IEEE 802.11 standard that is particularly suited
to demanding industrial applications with real-time and redun-
dancy requirements. This provides customers with a unique
wireless network, both for process-critical data and for uncritical
communication. SCALANCE W products distinguish themselves
by the reliability of their radio channel and the rugged type of
construction with high requirements with respect to mechanical
durability for which SIMATIC is known. To protect against
unauthorized access, the products provide modern standard
mechanisms for user identification (authentication) and
encryption of data, and can at the same time be easily
integrated into existing security concepts.

Radio infrastructure

Instead of copper cables and fiber-optic cables, wireless trans-
mission techniques use radio waves. The propagation charac-
teristics of the electromagnetic waves can differ considerably
and depend on the spatial environment with the installed
wireless infrastructure.

SCALANCE W modules use techniques such as antenna
switchover (antenna diversity), high-quality receivers and fault-
tolerant modulation procedures to enhance reception and to
prevent interruption of radio communication. Extensions to the
IEEE 802.11 standard also permit reliable, wireless transmission
from PROFINET, form the basis for wireless safety applications
and the transmission of video data with extremely short reply
and update data.

Network solution with IWLAN

With mobile data terminals, for example, a continuous infor-
mation flow from the management level down to the production
level is possible.

The SINEMA E software is available for simplified planning and
configuration of an IWLAN network with the help of simulation
functions. It visualizes clearly and details wireless and device
properties, thus reducing the configuring and startup overhead
and helping to avoid configuring errors.

The IWLAN/PB Link PN IO is available for wireless-based
connection of PROFIBUS devices.

This means that information can be provided quickly, reliably
and easily at the right place and at the right time wirelessly.

Ruggedness and industrial suitability

The SCALANCE W products can be exposed to fluctuations in
the extended temperature range, or continuous contact with
dust and water. Rugged housing and design protection against
shock and vibration enable use in harsh industrial environments.

The accessories such as antennas, power supplies and cabling
are also part of this concept and suitable for use in industry.

Power and data are transferred over one cable with Power-over-
Ethernet, thus saving investment and maintenance costs.

The swap medium C-PLUG (Configuration Plug) saves config-
uring data, making device replacement possible in a short time
and without specially trained personnel. This minimizes stand-
still times and saves training costs.

Reliability of data communication

The international standard IEEE 802.11n makes wireless
communication via IWLAN even more robust. Maximum benefit
derives from using multiple path propagation (Multiple Input,
Multiple Output (MIMQ)). This allows the devices to use several
antennas in parallel. A higher data transfer rate is thus achieved
and fault susceptibility in environments with a high number of
reflections is reduced.

SCALANCE W products with IWLAN in accordance with
|IEEE 802.11n support up to three "streams" in the send and
receive directions.

Multipath propagation according to IEEE 802.11a/b/g

Multipath propagation according to IEEE 802.11n (MIMO)

G_IK10_XX_30268

Multiple path propagation (MIMO) with SCALANCE W788-1PRO and SCALANCE W788-1 M12
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Industrial Wireless Communication

Industrial Wireless LAN iIWLANi
Introduction

. Overview (continued)

Redundant network concepts can also be implemented
wirelessly. Wireless channels are designed redundantly for this
purpose, with a changeover time of a few milliseconds, so that
the application is not influenced by packet repetitions or inter-
ference in the radio channel.

No data rate reservation

Client 1

Clent2 HANEEEEEEEEEEEEEEEEEEEEEN

Client 3

Ctent 4 HENEEEEEEEEEEEEEEEEEEEEEE

Client 5

Cient© HENEEEEEEEEEEEEEEEEEEEEEE

This means that access by All nodes access the radio channel
nodes with critical data cannot without prioritization.
be predicted.

G_IK10_XX_30178

In standard WLAN, all stations access the radio channel in an
uncoordinated manner. This means that access by stations with
critical data cannot be predicted.

The iPCF function (support from device types with i features)
permits cyclic data traffic in real time for several wirelessly linked
PROFINET 10O devices. In addition, this enables mobile stations
to be transferred quickly from one radio field to another
(roaming) so that PROFINET IO communication is not inter-
rupted.

Cyclic polling of all nodes within radio coverage
Client 1

Ctent2 ENEEEEEEEEEEEEEEEEEEEEEE

Client 3

Clent 4 HENEEEEEEEEEEEEEEEEEEEEEE

Client 5

Clent© ENEEEEEEEEEEEEEEEEEEEEEE

This means that access by all All nodes may predictably access the
nodes can be predicted. radio channel

G_IK10_XX_30177

However, WLAN also provides a transmission mechanism based
on standard WLAN in accordance with IEEE 802.11, which
makes a defined data rate available to all stations. This means
that access by all stations can be predicted.
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Industrial Wireless Communication

Industrial Wireless LAN (IWLAN

Introduction

. Overview (continued)
Increased transmission rate

WLAN systems in accordance with IEEE 802.11a/b/g/h use a
single channel for sending and receiving data. This achieves a
maximum gross transmission rate of 54 Mbit/s.

Two channels are used simultaneously with the help of channel
bonding. Gross transmission rates of up to 450 Mbit/s can be
achieved in conjunction with the MIMO technology in accor-
dance with IEEE 802.11n.

Communication according to IEEE 802.11a/b/g/h standard

max. data rate: 54 Mbit/s

Communication according to IEEE 802.11n standard

G_IK10_XX_30289

max. data rate: 450 Mbit/s

Increased transmission rate on IWLAN in accordance with IEEE 802.11n
with the help of channel bonding

. Benefits

get Designed for Industry

High level of investment protection, as all products comply
with the universally recognized IEEE 802.11 standard and are
suitable for 2.4 GHz and 5 GHz

Wear-free — saves maintenance and repair costs for
connectors, trailing cables, sliding contacts or winding
devices

Reliable wireless connection, e.g. due to redundant
connection, automatic roaming if there is a break in the cable
connection from the access point (forced roaming), cyclic
monitoring of the wireless link (link check), or monitoring for IP
connections (IP Alive)

Predictable data traffic (deterministic) and defined response
times on the radio link

Wireless transmission of standard and failsafe signals by
means of PROFINET and PROFIsafe

More economical installation in hazardous areas of Zone 2

Rapid commissioning thanks to reduced overhead for
installing the communication network when using the
SINEMA E engineering tool. This provides support for
planning, simulating and measuring an IWLAN radio link
on-site (site survey)

Integrated wireless network for data, voice and video beyond
corporate divisions thanks to interfacing with the
SCALANCE WLC IWLAN controller (support from
SCALANCE W78xC device types)

Siemens IK Pl - 2012 8/5
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Industrial Wireless Communication
Industrial Wireless LAN (IWLAN

Application examples

. Overview
PROFINET-CPU SCALANCE gINEMi 5
or CP 343-1 W786-1PRO
[l PROFINET

M Industrial Ethernet

Wireless integration of PROFIBUS segments and PROFINET stations into an existing Industrial Ethernet network

An existing Ethernet network can be expanded by a wireless
network without increased overhead.

With this, even an existing PROFIBUS line can be connected via
the IWLAN/PB Link PN 10 to an access point.

The radio connection is established to the mobile stations by
connecting a SCALANCE W access point to the Ethernet
network. The mobile stations are connected wirelessly, e.g. via
the SCALANCE W746-1PRO Client Module, to which the mobile
station is connected with a cable.

Access to the existing controllers or processes is possible
without an excessive additional wiring overhead.

G_IK10_XX_30115
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Industrial Wireless Communication
Industrial Wireless LAN (IWLAN

Application examples

. Overview (continued)

Office network

Plant network

SCALANCE
W748-1 RJ45

S$7-300 with CP 343-1 ERPC

G_IK10_XX_30175

Uninterruptible roaming between the office and automation network by using wireless LAN controllers and industrial wireless LAN controllers

By using the SCALANCE WLC Industrial Wireless LAN Controller
together with controller-based access points, it is possible to
establish a single wireless infrastructure for the entire company.
This achieves a high level of flexibility, as mobile stations (e.g.
laptop, PDA, WLAN telephone) can move anywhere, switching
seamlessly between the office and automation networks
(roaming). This allows wireless access to data from any location
within the company. Thanks to the use of a centralized security
mechanism for each user group (Virtual Network Services VNS),
the data here is protected against unauthorized access and
manipulation.

The SCALANCE W78xC controller-based access points support
the WLAN standards IEEE 802.11a/b/g and 802.11n, and they
are connected via Gigabit Ethernet to the SCALANCE WLC
IWLAN Controller.

The SCALANCE W786-2HPW controller-based access points
support the WLAN standards IEEE 802.11a/b/g, and they are
connected via Fast Ethernet to the SCALANCE WLC IWLAN
Controller.

Operation always requires the SCALANCE WLC IWLAN
Controller, which permits the configuration of access points in
groups. This significantly increases the manageability of an
extensive IWLAN infrastructure. Central management with the
IWLAN controller also permits fault recording, monitoring and
documentation of statistics.

Siemens IK PI - 2012
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Industrial Wireless Communication
Industrial Wireless LAN (IWLAN

Application examples

. Overview (continued)

Wireless solutions with RCoax cable are typically used in the
following applications:

$7-300 |-
with CP 343-1, e Crane control
dll] e Overhead monorail conveyors
B PROFINET e Storage and retrieval systems
B Industrial Ethernet e Automated guided vehicle systems (AGVS)
An example of an application with a suspended monorail is a
Access Point nutrunner controller in a car assembly plant.
SCALANCE RCoax cable o ) _ .
W788-1RR Segment 1 An RCoax radiating cable is used along the coding rail to
establish wireless data transfer between the monorail and the
S\ central controller. It generates a defined, spherical and reliable
o \\ \ && wireless field and is easy to lay.
ANT792-4DN The RCoax Cable is connected as an antenna to a stationary
Client Modul SCALANCE W788-1RR access point. This means the same
é%‘AL:NEE mobile unit can be used for all applications and so a mobile

nutrunner can be used for several cycles resulting in lower

W747-1RR .
investment costs.

Maintenance costs and downtimes are reduced by reliable
wireless and therefore wear-resistant data transmission to

I SCALANCE mobile communication partners
|PEEARY Downtimes are reduced because in the event of a fault, devices
can be replaced without a programming device or specialist
Nutrunner personnel by using the swap medium C-PLUG.
control
SIMATIC HMI
m g
8I
§I
Hangers ET 200pro g
-
(0]

System solution for nutrunner controls with RCoax cable and
SCALANCE W747-1RR
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Industrial Wireless LAN (IWLAN

Application examples

. Overview (continued)

Control and
monitoring system

Internet

Safety
Controller

Security

[l PROFINET

[ Industrial
Ethernet

Proxy

SINAMICS Drives
SINUMERIK
840D sl und
SINAMICS
[ other field busses S120 Drives

R et nate P D

Distributed 1/0

Y Ay A Ay A v v Ay A v A v Ay v Ay A

Controller Fail-safe communication
via PROFIsafe profile
IPC427C Bundle
with WinAC
Switch
\ PROFIsafe
1---,--------.,..---,
Pomt
IE/PB
Link ET 200pro RCoax Cable
PN IO \\
\
\
\
\
PROFisafe !
.- P

[d4 PROFIBUS

mm

LT

SINAMICS e
G120 Distributed /10 3,
[ AS-Interface 5
<
L’)I
Fail-safe communication with PROFlIsafe — via PROFIBUS, PROFINET and even wirelessly via Industrial Wireless LAN
IWLAN radio link Access Point
SCALANCE
W786-2RR
CPU
) 317F-
Access Point 2PN/DP
SCALANCE _
W786-2RR iy e e
Effective range 1. Effective range 2. JEffective range 3.
SCALANCE
WPROFNET § X208
M Industrial Ethernet
O PROFIsafe
©
S
ml
X
<
al

Programming of robots in the safety-related environment

For a number of years, standard automation has incorporated
safety engineering - on the basis of SIMATIC S7 controllers,
PROFIBUS and PROFlIsafe.

This range has been expanded by PROFINET-enabled compo-
nents, thus providing a complete product range with fail-safe
controllers, fails 1/0 and a corresponding engineering
environment.

PROFIsafe prevents errors such as address corruption, loss,
delay, etc. when transmitting messages through continuous
numbering of the PROFIsafe data, time monitoring, and authen-
ticity monitoring using passwords and optimized CRC backup.

Fail-safe communication is thus also supported via industrial
wireless LAN.

Siemens IK PI - 2012
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Industrial Wireless Communication
Industrial Wireless LAN (IWLAN

Overview of network components

. Overview

Industrial Wireless LAN according to IEEE 802.11 Industrial Wireless LAN incl. iFeatures

For outside
environments

For interior
environments

802.11a/b/g + 802.11n

For cabinets

802.11a/blg

SCALANCE W access points and client modules

G_IK10_XX_30279

8/10 Siemens IK Pl - 2012



© Siemens AG 2011

Industrial Wireless Communication
Industrial Wireless LAN (IWLAN

Overview of network components

. Overview (continued

e 3x3

3x3

3x3

3x3

3x3

3x3

3x3

3x3

3x3

3x3

3x3

e suitable

1

3 M12

6 M12

SFP

M12

RJ45

e -20 +60

e -20 +60

e -20 +60

e -20 +60

e -40 +60

e -40 +60

e -40 +60

-40 +60

e -20 +60

e -20 +60

e -40 +60

e -40 +60

1) please follow installation instructions

65

65

30

30

65

65

65

65

30

65

Function overview of the SCALANCE W access points in accordance with [EEE 802.11n standard

)

e 8 o o o
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Industrial Wireless LAN (IWLAN

Overview of network components

. Overview (continued)

o 1 2 e RJM5 e e -20+60 65 e ° o e o o o o o o e 8 o o o
o 2 4 e RJM5 e e -20+60 65 o ° o e o o o o 0o 0 0 0160 o o
o 1 2 e RJM5 e e -20+60 65 e e o 1 o o o o o o o e 8 o o o
o 2 4 e RJM5 e e -20+60 65 e e ¢ 1 © o o o o 0o 0 0 0 160 o o
. 1 2 o RJ45/

BFOC.0-4O+706500000 o o o o o o o e 8 o o o

° 1 4 ° BRI‘=J4OSC/ e o 40+7065 o o o o o e o o o o o o e 8 o o o
° 2 4 ° BRI‘=J405C/ e o 40+7065 o o o o o © o o o o o 0 0 o 160 o o
o 2 4 ° 5#4050/ o o 40+7065 o o o o o © o o o o 0o 0o 0 o 160 o o
. 2 4 ® RJM5 o o -40+7065 © o o o o 1 o © © o o o o o o 16 0 o o
° 2 4 e RJM5 o o -40+7065 ©¢ o o o o 1 o © o o o o o o o 16 0 o o
o 24 o RIS o o 4047065 o o o o slho o [ololo 16

o 2 4 SR L o 4047065 ¢ o o e slo o [ololo 16

° 3 6 .BRl‘:Jé5c/:00-40+7065.o.oo e ©6 o o o 0 0 0 024 0 o o

. 1 2 e RJ5 e o -20+60 30 ° o e o o o o o o e 8 o o o
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e suitable 1) please follow installation instructions

Function overview of the SCALANCE W access points in accordance with IEEE 802.11a/b/g standard

G_IK10_XX_30183

8/12 Siemens IK Pl - 2012



© Siemens AG 2011

Industrial Wireless Communication
Industrial Wireless LAN (IWLAN

Overview of network components

. Overview (continued)

e suitable 1) please follow installation instructions

Function overview of the SCALANCE W client modules in accordance with IEEE 802.11n standard
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Industrial Wireless Communication

Industrial Wireless LAN (IWLAN
Overview of network components

. Overview (continued)

Function overview of the SCALANCE W client modules in accordance with IEEE 802.11a/b/g standard
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Industrial Wireless Communication
IWLAN — Access Points IEEE 802.11n

. Overview . Benefits

get Designed for Industry

e Reliable radio link, e.g. by using MIMO technology and
monitoring of the radio link

e Cost savings due to one single radio network both for
process-critical data and for non-critical communication

* Investment security because all products are compatible with
the internationally recognized WLAN standard IEEE 802.11,
suitable for the unlicensed frequency bands of 2.4 GHz and
5 GHz (ISM bands)

¢ Implementation of data-intensive applications such as video
streaming through the support of the IEEE 802.11n standard
including Channel Bonding

e Reduced operating costs, because there is no wear of rotating
and moving plant sections

e Cost-effective connection to devices which are remote,

The Access Points of the SCALANCE W780 product line are difficult to access or mounted in hostile environments
ideally suited for setting up Industrial Wireless LANs (IWLAN) for
2.4 GHz or 5 GHz. They can be used in all applications that N Application

require a high degree of operational reliability, even in extremely . )
harsh ambient conditions. The Access Points of the SCALANCE W780 product line are

designed for both industrial use and for demanding climatic
requirements outdoors. Versions for low-cost integration in
cabinets are also available. They offer a reliable radio
: . connection, versatile redundancy mechanisms, and fast transfer
for this purpose, SCALANCE W Access Points use three of stations from one access poinyt to the next (roaming). In this
streams each for simultaneous sending and receiving manner, processes can be monitored and production failures
e Suitable for any application: through machine downtimes avoided.
- SCALANCE W788 RJ45 for installation in a control cabinet ) .
- SCALANCE W788 M12 for cabinet-free installation indoors Due to the high degree of protection (IP65) and the extended

_ SCALANCE W786 f : ith ; temperature range from -40 °C to +60 °C, the Access Points are
gl(i:matic rgqUirerSnGer?thOUtdOOF environments with demanding ideally suited for use in the outdoor area. SCALANCE W

products are silicone-free and can therefore also be used in

e High transmission rates (up to 450 Mbit/s in conjunction with
Channel Bonding) due to 3x3 MIMO technology (Multiple
Input, Multiple Output);

* Reliable thanks to rugged, impact-resistant housing, paint shops.
protected from water and dust (IP65), resistant to shock, i o o
vibration and electromagnetic fields When using the RCoax cable (radiating cable), operation is

particularly reliable in conveying technology and all track appli-

e Complex applications with redundancy requirements and cations (.g. storage and retrieval systems).

high bandwidths, e.g. for video, by using IEEE 802.11n
* Configuration support by means of wizards and online help; SCALANCE W786 versions are available with internal antennas
easy management via web server and SNMP for demanding environmental requirements.

e Fast replacement of devices in event of failure by means of
optional C-PLUG (Configuration Plug)
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IWLAN — Access Points IEEE 802.11n

. Application (continued)
Application examples:
e Automated guided vehicle systems (AGVS) and suspended ® Passenger transportation systems;

monorails;
prevention of wear and high flexibility in the choice of route
thanks to wireless transmission of data to the vehicles

Crane;
high flexibility through access to data communication with the
moving unit independent of the location

Mobile control console;

reliable intervention in the process thanks to data communi-
cation over IWLAN with mobile units (e.g. Mobile Panel 277(F)
IWLAN); the number of operator panels is therefore deter-
mined by the number of personnel and no longer by the
number of control desks.

transmission of high-quality video streams between the
control center and buses or trains.

Tunnel application;
reliable radio link since the devices can handle multiple path
propagation better by using the MIMO technology.

Communication with moving stations (e.g. mobile controls and
devices), container logistics, storage and retrieval machines,
conveyor systems, conveyor belts, rotating machines, trucks

Wireless coupling of communication segments and bridging
of large distances for fast commissioning and for cost-
effective networks in which cable routing would be extremely

expensive (e.g. on public roads, rivers, lakes, train lines)
e Wireless access to field devices for configuration and testing

Multipath propagation according to IEEE 802.11a/b/g

G_IK10_XX_30268

Multiple path propagation (MIMO) with SCALANCE W788-1PRO and SCALANCE W788-1 M12
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Industrial Wireless Communication

. Design

e Radio card (compatible with IEEE 802.11a/b/g/h/n)
permanently installed in the device
e Designed without rotating parts (operation without fans)

e Antennas can either be connected by means of a screw
connection (R-SMA, N-Connect) or they are integrated in the
device

¢ Function LEDs for optical signaling of faults and operating
states

e 1x PLUG slot

. Function

A simple radio link can be established with a single Access Point
(infrastructure mode). The Access Point provides an Industrial
Ethernet interface for connection to the wireline network.
Stations such as mobile controllers or a Field PG can move freely
within the radio link and exchange data with other stations
through this Access Point.

If the radio link of a single Access Point (radio cell) is insufficient,
it can be expanded by further Access Points. The individual
radio cells must overlap so that moving stations can be passed
seamlessly from one Access Point to the next (roaming). This is
performed invisibly to the application. The Access Points must
be able to exchange data via Industrial Ethernet or a Wireless
Distribution System (WDS).

If the Access Points are not connected to Industrial Ethernet
using a wired connection (e.g. no cable tray available for data
line), the operating mode "Wireless Distribution System" must be
selected. An Access Point from the SCALANCE W780 product
line can communicate via WDS with up to eight other Access
Points which are not connected to the data network by a direct
wired connection. Directional additional antennas can be used
to achieve ranges of several thousand meters outdoors.

[WLAN — Access Points IEEE 802.11n

Apart from a reliable radio link, the SCALANCE W780 Access
Points are characterized by their support of IT mechanisms:

e |EEE 802.11a/b/g/n for different frequency ranges

e |EEE 802.11h for use in the 5 GHz range outdoors

e |EEE 802.11e for Wireless Multimedia (WMM)

e |EEE 802.11i for security

e Construction of redundant networks with the Rapid Spanning
Tree Protocol (RSTP)

e Virtual networks (VLAN) to logically separate, for example,
different user groups

e Sending the log entries of the SCALANCE W devices to a
Syslog server

e Modern security mechanisms (e.g. network security such as
IEEE 802.1x, RADIUS, EAP mechanisms)

® |n client mode:
Network and Port Address Translation (NAT/PAT):
Mapping of private IP addresses and ports to public
addresses

Security

A high degree of data security is achieved by means of the
WPAZ2/IEEE 802.11i mechanisms. These define modern proce-
dures that control a regular exchange of the complete 128-bit
code as well as performing the access check (authentication) of
a station. The Advanced Encryption Standard (AES) is available
for data encryption.

Access to the devices (HTTPS) is encrypted and secure logon
(SSH) is possible. If a security concept with Virtual Private
Networks (VPN) or the SCALANCE S range is required, the
products can be integrated without any difficulty.

Diagnostics and management

e Web-based (HTTP/HTTPS) management tool for configuration
and diagnostics using a standard browser

e LEDs for signaling operating states and fault conditions

e Signaling of faults by means of SNMP trap or e-mail to a
network management tool, e.g. SINEMA-Server
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IWLAN — Access Points IEEE 802.11n

SCALANCE W788 RJ45 for use in control cabinet

. Overview 3x R-SMA (female) antenna connections

| ‘ [
[ |
2 M n

"] 7] i
3xR-SMA | \ |
(female) —| |

antenna 2
; ; ieati int i connections 24V DC g
e Especially suitable for applications where the access point is et o
to be mounted in the control cabinet PLUG slot — X
. . . Terminal block for —— RJ45 connection T
e | ow-cost alternative for use indoors with less severe ST s (Gigabit) o

environmental conditions

* The rugged aluminum (_anclosure Wi.th degr_ee of protec?ion Design and interfaces of the SCALANCE W788-2 RJ45 Access Points
IP30 nevertheless provides protection against mechanical

and electromagnetic stress in industrial areas Product versions

¥ Design SCALANCE W788-1 RJ45
e A wireless card permanently installed in the device

¢ Rugged aluminum enclosure, shock and vibration-proof, for

high mechanical requirements SCALANCE W788-2 RJ45
e Dust protection with IP30 degree of protection * Two wireless cards permanently installed in the device
e For use at ambient temperatures from -20 °C to +60 °C
¢ Resistant to condensation I Function
¢ Design suitable for installation in control cabinet SCALANCE W788 RJ45 access points can also be operated as
e 3 x R-SMA sockets for the connection of remote antennas client modules. As an alternative, the SCALANCE W748 RJ45
(6 x R-SMA sockets for the versions with two wireless Client Modules can be used for this mode.
modules) In combination with the SCALANCE W748 RJ45 Client Modules
e Antenna placement optimized for the 3x3 MIMO technology; with degree of protection IP30, an infrastructure can be set up
the antennas do not interfere with each other when they are in which great temperature differences and protection against
mounted direct on the device dust and water play a somewhat less prominent role.

e 1 x RJ45 connection for 10/100/1000 Mbit/s with Power-over-
Ethernet according to IEEE 802.3at Type 1 (corresponds to
IEEE 802.3af)

e 2 x 24V DC connection for redundant power infeed
e 1 x PLUG slot

e Function LEDs for optical signaling of faults and operating
states

¢ Digital input for feeding in a signal from a sensor, for example,
to an SNMP-based network management system

e Digital output for converting a command received over SNMP
into a signal and switching a hardware function

e Mounting: Wall, S7 mounting rail or on 35 mm standard
mounting rail
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IWLAN — Access Points IEEE 802.11n

SCALANCE W788 RJ45 for use in control cabinet

. Technical specifications

Order No. 6GK5 788-1FC00-0AAQ 6GK5 788-2FC00-0AAQ
6GK5 788-1FC00-0ABO ) 6GK5 788-2FC00-0ABO ')
Product type designation SCALANCE W788-1 RJ45 SCALANCE W788-2 RJ45

Transmission rate
Transmission rate

e with W-LAN, maximum 450 Mbit/s 450 Mbit/s

e with Industrial Ethernet 10 ... 1 000 Mbit/s 10 ... 1 000 Mbit/s

¢ Note = =

Interfaces

Number of electrical connections

e for network components or 1 1
terminal equipment

o for power supply 1 1

e for redundant power supply 1 1

Design of electrical connection

e for network components or RJ45 socket RJ45 socket
terminal equipment

o for power supply 4-pin screw terminal, PoE 4-pin screw terminal, PoE

Number of optical connections for - -
fiber-optic cables at 100 Mbit/s

Design of optical connection for - -
fiber-optic cables at 100 Mbit/s

Design of swap medium C-Plug Yes Yes

Interfaces wireless

Number of permanently installed 1 2
wireless cards

Number of internal antennas - -

Number of electrical connections 3 6

for external antenna(s)

Design of electrical connection for ~ R-SMA female (socket) R-SMA female (socket)
external antenna(s)

Inputs/outputs

Number of digital inputs 1 1

Number of digital outputs 1 1

Design of electrical connection at 4-pin screw terminal 4-pin screw terminal
the digital inputs/outputs

Signal range

e at the digital input 24V DC, safety extra low voltage 24V DC, safety extra low voltage
e at the digital output 24V DC/ 1A 24 VDC/ 1 A
Supply voltage,

current consumption, power loss

Type of power supply DC DC

Power supply

e 1 from terminal block 19.2V 19.2V

e 2 from terminal block 28.8V 28.8V

® From Power-over-Ethernet 48V 48V

according to IEEE802.3at for
Type 1 and IEEE802.3af
® From Power-over-Ethernet 48V 48V
according to IEEE802.3at for
Type 2

" Wireless approval in the USA
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SCALANCE W788 RJ45 for use in control cabinet

. Technical specifications (continued)

Order No. 6GK5 788-1FC00-0AAO 6GK5 788-2FC00-0AA0
6GK5 788-1FC00-0ABO ") 6GK5 788-2FC00-0ABO ')
Product type designation SCALANCE W788-1 RJ45 SCALANCE W788-2 RJ45

Permissible ambient conditions
Ambient temperature

® During operation -20 ... +60 °C -20 ... +60 °C
¢ During storage -40 ... +70 °C -40 ... +70 °C
e During transport -40 ... +70 °C -40 ... +70 °C
Relative humidity at 25 °C without 90 % 90 %
condensation during operation,

maximum

IP degree of protection IP30 IP30

Ambient conditions for operation - -

Design, dimensions and weights

Width of enclosure without antenna 200 mm 200 mm
Height of enclosure without antenna 158 mm 158 mm
Depth of enclosure without antenna 79 mm 79 mm
Net weight 1.7 kg 1.7 kg
Type of mounting: wall mounting Yes Yes

Wireless frequencies
Wireless frequency

e With WLAN in the 2.4 GHz 2.41...2.48 GHz 241 ...2.48 GHz
frequency band

e with WLAN inthe 5 GHz frequency 4.9 ... 5.8 GHz 49 ...58GHz
band

Product properties,
functions, components
General

Number of SSIDs 8 16

Product function

e Dual client - -
¢ iHOP = _
¢ iPCF - -
¢ iPCF-MC = -
Number of iPCF-capable - =
radio modules

Product functions
Management, configuration,
programming

Number of manageable 8 8
IP addresses in the client

Product function

e CLI Yes Yes
* Web-based management Yes Yes
* MIB support Yes Yes
* TRAPSs via e-mail Yes Yes
¢ Configuration with STEP 7 No No
e Configuration with STEP 7 in the No No
TIA Portal
® SMTP server Yes Yes
e Operation with IWLAN controller No No
¢ Operation with Enterasys No No
WLAN controller
e Forced roaming with IWLAN Yes Yes
¢ WDS Yes Yes

) Wireless approval in the USA

8/20 Siemens IK PI - 2012



© Siemens AG 2011

Industrial Wireless Communication
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SCALANCE W788 RJ45 for use in control cabinet

. Technical specifications (continued)

Order No. 6GKS5 788-1FC00-0AAQ 6GK5 788-2FC00-0AA0
6GK5 788-1FC00-0ABO ") 6GK5 788-2FC00-0ABO ')
Product type designation SCALANCE W788-1 RJ45 SCALANCE W788-2 RJ45
Protocol is supported
¢ Address Resolution Protocol Yes Yes
(ARP)
¢ [ICMP Yes Yes
* Telnet Yes Yes
e HTTP Yes Yes
e HTTPS Yes Yes
e TFTP Yes Yes
® SNMP v1 Yes Yes
* SNMP v2 Yes Yes
¢ SNMP v3 Yes Yes
e DCP Yes Yes
e LDP Yes Yes
Identification & maintenance
® |&MO - device-specific Yes Yes
information
* |&M1 - higher-level designation/ Yes Yes

location designation

Product functions Diagnostics
Product function

* PROFINET IO diagnostics Yes Yes
e Link check No No
e Connection monitoring IP-Alive No No
¢ [ ocalization by means of No No
Aeroscout

¢ SyslLog Yes Yes
Product functions VLAN

Product function VLAN with INLAN  Yes Yes
Product functions DHCP

Product function DHCP client Yes Yes
Product functions Redundancy

STP/RSTP protocol is supported Yes Yes

Product functions Security
Product function

® ACL - MAC based Yes Yes
¢ |[EEE 802.1x (radius) Yes Yes
* NAT/NAPT No No
® Access protection Yes Yes
according to IEEE802.11i
o WPA/WPA2 Yes Yes
* TKIP/AES Yes Yes
Protocol is supported SSH Yes Yes

Product functions Time
SNTP protocol is supported Yes Yes

" Wireless approval in the USA
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SCALANCE W788 RJ45 for use in control cabinet

. Technical specifications (continued)

Order No. 6GKS5 788-1FC00-0AAQ 6GK5 788-2FC00-0AA0
6GK5 788-1FC00-0ABO ") 6GK5 788-2FC00-0ABO ')

Product type designation SCALANCE W788-1 RJ45 SCALANCE W788-2 RJ45

Standards, specifications,

approvals

Standard

e for EMC of FM - -
e for hazardous zone - -
e for CSA and UL safety UL 60950-1 CSA C22.2 No. 60950-1 UL 60950-1 CSA C22.2 No. 60950-1
e for hazardous zone of CSAand UL - -

Certificate of suitability

® CE marking Yes Yes
¢ EC Declaration of Conformity Yes Yes
e C-Tick Yes Yes
e CCC No No
¢ Railroad application No No
according to EN 50155
e e1 approval No No
* E1 approval No No
e NEMA4X No No
Standard for wireless communi-
cation
e |[EEE 802.11a Yes Yes
e |[EEE 802.11b Yes Yes
¢ [EEE 802.11e Yes Yes
¢ [EEE 802.11g Yes Yes
¢ [EEE 802.11h Yes Yes
¢ [EEE 802.11i Yes Yes
¢ [EEE 802.11n Yes Yes
Wireless approval You can find the latest list of countries at: You can find the latest list of countries at:
www.siemens.com/simatic-net/ik-info www.siemens.com/simatic-net/ik-info
Marine classification association
* American Bureau of Shipping No No
Europe Ltd. (ABS)
e Bureau Veritas (BV) No No
e Det Norske Veritas (DNV) No No
e Germanischer Lloyd (GL) No No
¢ |loyds Register of Shipping (LRS) No No
¢ Nippon Kaiji Kyokai (NK) No No
¢ Polski Rejestr Statkow (PRS) No No
Accessories
Accessories 24V DC screw terminal and screw terminal for digital 24 V DC screw terminal and screw terminal for digital
input and output included in scope of delivery input and output included in scope of delivery

) Wireless approval in the USA
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Order No.
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IWLAN — Access Points IEEE 802.11n

Order No.

IWLAN access points with built-in
wireless interfaces; wireless
networks |IEEE 802.11a/b/g/h/n at
2.4/5 GHz up to 450 Mbit/s;
WPA2/AES; Power over Ethernet
(PoE), IP30 degree of protection
(-20 °C to +60 °C);

scope of supply:

Mounting hardware,

4-pin screw terminal for 24 V DC;
4-pin screw terminal for digital
input and output;

manual on CD-ROM;
German/English

SCALANCE W788-1 RJ45
IWLAN Access Point with

one built-in radio interface

¢ National approvals for operation
outside the USA

¢ National approvals for operation
within the USA

SCALANCE W788-2 RJ45

IWLAN Dual Access Point with
two built-in radio interfaces

6GKS5 788-1FC00-0AAQ

6GKS5 788-1FC00-0ABO

* National approvals for operation 6GK5 788-2FC00-0AA0
outside the USA
¢ National approve)lls for operation 6GKS5 788-2FC00-0AB0O

within the USA

" Please note national approvals at
www.siemens.com/wireless-approvals

More information
Wireless approvals:

Current approvals can be found on the Internet at:
www.siemens.com/wireless-approvals

To assist in selecting the right products for Industrial Wireless
Communication, the SIMATIC NET Selection Tool is available:

Online version:
www.siemens.com/snst

Offline version:
www.siemens.com/snst-download

C-PLUG

Swap medium for simple
replacement of devices in the
event of a fault; for storing
configuration data; can be used
in SIMATIC NET products with
PLUG slot

6GK1 900-0AB00

DIN rail mounting adapter

DIN rail mounting adapter for
SCALANCE W788 M12 and
SCALANCE W788 RJ45; screw
fixing for mounting on a 35 mm
DIN rail to EN 50 022;

scope of supply:

3 units per pack

6GK5 798-8ML00-0AB3

IE FC RJ45 Plug 4 x 2

RJ45 plug connector for Industrial
Ethernet (10/100/1000 Mbit/s)
with a rugged metal enclosure
and integrated insulation
displacement contacts for
connecting Industrial Ethernet FC
installation cables;

180° cable outlet;

for network components and
CPs/CPUs with Industrial Ethernet
interface

e 1 pack = 1 unit

e 1 pack = 10 units

® 1 pack = 50 units

6GK1 901-1BB11-2AA0
6GK1 901-1BB11-2AB0
6GK1 901-1BB11-2AE0

|IE FC Standard Cable GP 4x2

8-core, shielded TP installation
cable for connection to

|IE FC RJ45 Plug 4x2 and

IE M12 Plug PRO 4x2;
PROFINET-compliant;

with UL approval;

sold by the meter;

max. length 1000 m,

minimum order 20 m

6XV1 878-2A

IE FC Stripping Tool

Preadjusted stripping tool
for fast stripping of the
Industrial Ethernet FC cables

6GK1 901-1GA00

see Industrial Wireless LAN/

accessories
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IWLAN — Access Points IEEE 802.11n

SCALANCE W788 M12 for the indoor area

| Overview N Design

e Rugged aluminum enclosure, shock and vibration-proof,
for high mechanical requirements

e High IP65 degree of protection against dust and water jets

e For use at ambient temperatures from -20 °C to +60 °C

* Resistant to condensation

e 3 x N-Connect sockets for the connection of remote antennas
(6 x N-Connect sockets for the versions with two radio
modules)

e Antenna placement optimized for the 3x3 MIMO technology;
the antennas do not interfere with each other when they are
mounted direct on the device

e 1 x M12 connection for 10/100/1000 Mbit/s with Power-over-
Ethernet according to IEEE 802.3at Type 1 (corresponds to
IEEE 802.3af)

e 1 x M12 socket for energy supply (24 V DC)
e 1 x PLUG slot
e Function LEDs for optical signaling of faults and operating

¢ Particularly suitable for industrial applications without control states
cabinets e Mounting: Wall, S7 mounting rail or on 35 mm standard
mounting rail

3x N-Connect (female) connections for antennas

1 ‘ L
|
| &

[

SIEMENS

3x N-Connect - | . ‘. ‘ ‘ . ‘.
(female) —| |

connections 3
for antennas L 24V DC 8
connection §'
1
PLUG slot — M12 connection E
(Gigabit) o

Design and interfaces of the SCALANCE W788-2 M12 Access Points

Product versions
SCALANCE W788-1 M12
e Aradio card permanently installed in the device

SCALANCE W788-2 M12
e Two radio cards permanently installed in the device
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[WLAN — Access Points IEEE 802.11n

SCALANCE W788 M12 for the indoor area

. Function

The devices can be installed at the location that is most
favorable for the radio link. The housing and the connectors
resist high levels of shock and vibration loading because all the
connections are screwed or latched. To achieve optimal illumi-
nation for special applications, the supplied antennas can be
replaced.

SCALANCE W788 M12 Access Points can also be operated as
client modules. As an alternative, the SCALANCE W748 M12
client modules can be used for this mode.

The devices with two interfaces have two separate radio
modules and behave like two separate devices in the radio
network. This feature can be used to implement cost-effective
solutions, e.g. when a radio interface is used for wireless
connection of a distant production site and the second radio
interface provides a radio link at the Access Point. Local stations
can log in here and move around freely. Two separate radio
modules, however, also permit the setup of redundant radio links
so that a high level of availability can be achieved.

S7-400
Radio cell 1 Radio cell 2
B Industrial Ethernet
Field PG/
Notebook
Access Point )) (( Access Point
SCALANCE SCALANCE
W788-1 M12 W788-1 M12
SIMATIC HMI
—~
< =
Client Module Client Module Client Module —
SCALANCE SCALANCE SCALANCE
W748-1 RJ45 -% f/'- W748-1 RJ45 W748-1 RJ45

SIMATIC HMI

Automated Guided Vehicle System (AGVS)

SIMATIC HMI

SCALANCE
X208

G_IK10_XX_30282

Roaming of moving units (e.g. Field PG and mobile controller) in a radio network with two Access Points

Stations, e.g. a Field PG M, can move freely in the RF field of the
SCALANCE W788-1 M12 Access Points for mobile HMI. In
addition, SCALANCE W748-1 M12 Client Modules connect
mobile units with HMI, controller and PC wirelessly to the data
network.

Provided that a delay (several 100 ms) caused by roaming in
accordance with IEEE 802.11 is tolerated by all communication
stations when switching the radio cells, the communication
continues uninterrupted.

The Dual Access Point, SCALANCE W788-2 M12, can provide
two separate radio links. For example, a Field PG can use one

radio link for configuration. For a clear separation of the applica-

tions, the communication that is required for the application,
e.g. S7 communication with a controller, can take place via the
second radio link.
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[WLAN — Access Points IEEE 802.11n

SCALANCE W788 M12 for the indoor area

. Technical specifications

Order No.

Product type designation

6GK5 788-1GD00-0AAQ
6GKS5 788-1GD00-0ABO ")

SCALANCE W788-1 M12

6GK5 788-2GD00-0AA0
6GK5 788-2GD00-0ABO "

SCALANCE W788-2 M12

Transmission rate

Transmission rate

e with W-LAN, maximum
e with Industrial Ethernet
¢ Note

450 Mbit/s
10 ... 1 000 Mbit/s

450 Mbit/s
10 ... 1 000 Mbit/s

Interfaces

Number of electrical connections

e for network components or
terminal equipment

o for power supply
e for redundant power supply

Design of electrical connection

e for network components or
terminal equipment

e for power supply

Number of optical connections for
fiber-optic cables at 100 Mbit/s

Design of optical connection for
fiber-optic cables at 100 Mbit/s

M12 interface (8-pin, A-coded), PoE

M12 interface (4-pin, A-coded), PoE

M12 interface (8-pin, A-coded), PoE

M12 interface (4-pin, A-coded), PoE

Design of swap medium C-Plug Yes Yes
Interfaces wireless

Number of permanently installed 1 2
radio cards

Number of internal antennas - -
Number of electrical connections 3 6

for external antenna(s)

Design of electrical connection for
external antenna(s)

N-Connect female (socket)

N-Connect female (socket)

Supply voltage,
current consumption, power loss

Type of power supply

Power supply

¢ 1 from M12 power connector
(A-coded) for redundant power
supply

e 2 from M12 power connector
(A-coded) for redundant power
supply

® From Power-over-Ethernet
according to IEEE802.3at for
Type 1 and IEEE802.3af

® From Power-over-Ethernet
according to IEEE802.3at for
Type 2

) Wireless approval in the USA

DC

19.2V

28.8V

48 V

48 V

DC

19.2V

28.8V

48V

48 V
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SCALANCE W788 M12 for the indoor area

. Technical specifications (continued)

Order No. 6GK5 788-1GD00-0AAQ 6GK5 788-2GD00-0AA0Q
6GK5 788-1GD00-0ABO " 6GK5 788-2GD00-0ABO ")
Product type designation SCALANCE W788-1 M12 SCALANCE W788-2 M12

Permissible ambient conditions
Ambient temperature

¢ During operation -20 ... +60 °C -20 ... +60 °C
¢ During storage -40 ... +70 °C -40 ... +70 °C
¢ During transport -40 ... +70 °C -40 ... +70 °C
Relative humidity at 25 °C without 90 % 90 %
condensation during operation,

maximum

IP degree of protection IP65 1P65

Ambient conditions for operation - -

Design, dimensions and weights

Width of enclosure without antenna 200 mm 200 mm
Height of enclosure without antenna 176 mm 176 mm
Depth of enclosure without antenna 79 mm 79 mm
Net weight 1.7 kg 1.7 kg
Type of mounting: wall mounting Yes Yes

Type of mounting = _

Radio frequencies
Radio frequency

e with WLAN in the 2.4 GHz 2.41 ... 2.48 GHz 2.41 ... 2.48 GHz
frequency band
 with WLAN in the 5 GHz 49..58GHz 49...58GHz

frequency band

Product properties,
functions, components
General

Number of SSIDs 8 16

Product function

e Dual client - -
* iHOP - -
¢ iPCF - =
¢ iPCF-MC - =
Number of iPCF-capable - -
radio modules

D Wireless approval in the USA
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SCALANCE W788 M12 for the indoor area

. Technical specifications (continued)

Order No. 6GK5 788-1GD00-0AAQ 6GK5 788-2GD00-0AA0Q
6GK5 788-1GD00-0ABO " 6GK5 788-2GD00-0ABO ")
Product type designation SCALANCE W788-1 M12 SCALANCE W788-2 M12

Product functions
Management, configuration,
programming

Number of manageable 8 8
IP addresses in the client

Product function

o CLI Yes Yes
* Web-based management Yes Yes
* MIB support Yes Yes
® TRAPS via e-mail Yes Yes
e Configuration with STEP 7 No No
e Configuration with STEP 7 in the No No
TIA Portal
® SMTP server Yes Yes
e Operation with IWLAN controller No No
e Operation with Enterasys WLAN No No
controller
¢ Forced roaming with IWLAN Yes Yes
¢ WDS Yes Yes
Protocol is supported
¢ Address Resolution Protocol (ARP)  Yes Yes
* ICMP Yes Yes
® Telnet Yes Yes
e HTTP Yes Yes
* HTTPS Yes Yes
o TFTP Yes Yes
® SNMP v1 Yes Yes
* SNMP v2 Yes Yes
* SNMP v3 Yes Yes
e DCP Yes Yes
e LLDP Yes Yes
Identification & Maintenance
¢ |&MO - device-specific Yes Yes
information
* |&M1 - higher-level designation/ Yes Yes

location designation

Product functions Diagnostics
Product function

* PROFINET IO diagnostics Yes Yes
¢ Link check No No
e Connection monitoring IP-Alive No No
e Localization by means of No No
Aeroscout

¢ SyslLog Yes Yes
Product functions VLAN

Product function VLAN with IWLAN  Yes Yes
Product functions DHCP

Product function DHCP client Yes Yes
Product functions Redundancy

STP/RSTP protocol is supported Yes Yes

D Wireless approval in the USA
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SCALANCE W788 M12 for the indoor area

. Technical specifications (continued)

Order No. 6GK5 788-1GD00-0AAQ 6GK5 788-2GD00-0AA0Q
6GK5 788-1GD00-0ABO " 6GK5 788-2GD00-0ABO ")
Product type designation SCALANCE W788-1 M12 SCALANCE W788-2 M12

Product functions Security
Product function

* ACL - MAC based Yes Yes

¢ |[EEE 802.1x (radius) Yes Yes

* NAT/NAPT No No

e Access protection according to Yes Yes
IEEE802.11i

o WPA/WPA2 Yes Yes

* TKIP/AES Yes Yes

SSH protocol is supported Yes Yes

Product functions Time

SNTP protocol is supported Yes Yes

Standards, specifications,

approvals

Standard

e for EMC of FM - =
e for hazardous zone - -
e for CSA and UL safety UL 60950-1 CSA C22.2 No. 60950-1 UL 60950-1 CSA C22.2 No. 60950-1
e for hazardous zone of CSAand UL - =

Certificate of suitability

e CE mark Yes Yes
¢ EC Declaration of Conformity Yes Yes
e C-Tick Yes Yes
e CCC No No
¢ Railroad application accordingto  No No
EN 50155
e e1 approval No No
e E1 approval No No
* NEMA4X No No
® Power-over-Ethernet according to  Yes Yes
|IEEE802.3at for Type 1 and
|IEEE802.3af
® Power-over-Ethernet according to  Yes Yes

IEEE802.3at for Type 2
Standard for wireless communi-

cation
e |EEE 802.11a Yes Yes
e |[EEE 802.11b Yes Yes
e |EEE 802.11e Yes Yes
e |[EEE 802.11g Yes Yes
e |[EEE 802.11h Yes Yes
e |[EEE 802.11i Yes Yes
e |EEE 802.11n Yes Yes
Wireless approval You can find the latest list of countries at: You can find the latest list of countries at:
www.siemens.com/simatic-net/ik-info www.siemens.com/simatic-net/ik-info
Marine classification association
e American Bureau of Shipping No No
Europe Ltd. (ABS)
e Bureau Veritas (BV) No No
¢ Det Norske Veritas (DNV) No No
e Germanischer Lloyd (GL) No No
e Lloyds Register of Shipping (LRS) No No
¢ Nippon Kaiji Kyokai (NK) No No
¢ Polski Rejestr Statkow (PRS) No No

Accessories
Accessories - -

) Wireless approval in the USA
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SCALANCE W788 M12 for the indoor area

| Ordering data Order No. Order No.

SCALANCE W788 M12 Access Points

IWLAN access points with built-in
radio interfaces; radio networks
IEEE 802.11a/b/g/h/n at

2.4/5 GHz up to 450 Mbit/s;
WPA2/AES; Power over Ethernet
(PoE), IP65 degree of protection
(-20 °C to +60 °C);

scope of supply:

Mounting hardware;

manual on CD-ROM,
German/English

SCALANCE W788-1 M12
IWLAN Access Point with
one built-in radio interface

¢ National approvals for operation
outside the USA

¢ National approvals for operation
within the USA")

SCALANCE W788-2 M12

IWLAN Dual Access Point with

two built-in radio interfaces

¢ National approvals for operation
outside the USA

¢ National approvals for operation
within the USA )

1)

Please note national approvals at

6GKS5 788-1GD00-0AA0

6GKS5 788-1GD00-0ABO

6GKS5 788-2GD00-0AA0

6GK5 788-2GD00-0ABO

www.siemens.com/wireless-approvals

Accessories
C-PLUG

Swap medium for simple
replacement of devices in the
event of a fault; for storing
configuration data;

can be used in SIMATIC NET
products with PLUG slot

6GK1 900-0AB00

DIN rail mounting adapter

DIN rail mounting adapter for
SCALANCE W788 M12 and
SCALANCE W788 RJ45;
screw fixing for mounting on a
35 mm DIN rail to EN 50 022;
scope of supply:

3 units per pack

6GK5 798-8ML00-0AB3

IE FC M12 Plug PRO 4 x 2

M12 plug-in connector suitable
for on-site assembly (X-coded,
IP65/IP67), metal enclosure,
insulation/displacement

fast connection method,

for SCALANCE W

o 1 unit

® 8 units

6GK1 901-0DB30-6AA0
6GK1 901-0DB30-6AA8

|IE FC Standard Cable GP 4 x 2

8-core, shielded TP installation
cable for connection to

|IE FC RJ45 Plug 4 x 2 and

IE M12 Plug PRO 4 x 2;
PROFINET-compliant;

with UL approval;

sold by the meter;

max. length 1000 m,

minimum order 20 m

6XV1 878-2A

|IE FC Stripping Tool

Preadjusted stripping tool
for fast stripping of the
Industrial Ethernet FC cables

6GK1 901-1GA00

Antennas and miscellaneous
IWLAN accessories

see Industrial Wireless LAN/
accessories

. More information

Wireless approvals:

Current approvals can be found on the Internet at:
www.siemens.com/wireless-approvals

To assist in selecting the right products for Industrial Wireless
Communication, the SIMATIC NET Selection Tool is available:

Online version:
www.siemens.com/snst

Offline version:

www.siemens.com/snst-download
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SCALANCE W786 RJ45 for the outdoor area

| Overview N Design

e Rugged plastic enclosure (plexi-glass type), shock and
vibration-proof for severe mechanical loading

High IP65 degree of protection against dust and water jets
For use at ambient temperatures from -40 °C to +60 °C
Resistant to condensation

Resistant to UV radiation and saltwater spray

Design for use outdoors

3 x R-SMA sockets for the connection of remote antennas

(6 x R-SMA sockets or six internal antennas for the versions
with two wireless modules)

Version with 1 x RJ45 connection for 10/100/1000 Mbit/s with
Power-over-Ethernet according to IEEE 802.3at Type 1
(corresponds to IEEE 802.3af)

Version with two slots for SFP plug-in transceivers

(optical 2-port switch)

1x 24 V DC connection, optional operation with 12to 24 V DC
or 100 to 240 V AC with power supply integrated into device
* Especially well suited to applications with high climatic 1 x PLUG slot

requirements when installed outdoors and in areas accessible e Function LEDs for optical signaling of faults and operating
to the public states

Mounting: Wall or, with optional mounting set, on S7 mounting
rail, 36 mm standard mounting rail, or on a pole

Infeed of 48 V DC or with Depending on variant:
power supplies 100-240 V - RJ45 connection
AC or - Fiber-optic connection

12-24 V DC (multimode)

X ’7 Reset button
C-PLUG ‘ :

slot Antenna
connections
depending
on variant

G_IK10_XX_30168

Dependent on variant:
internal antennas in this case

Design and interfaces of the SCALANCE W786 access points

Product versions

SCALANCE W786-1 RJ45

e A wireless card permanently installed in the device
SCALANCE W786-2 RJ45

e Two wireless cards permanently installed in the device

® \ersions with:
- Six internal antennas
- Six connections for external antennas

SCALANCE W786-2 SFP
* Two wireless cards permanently installed in the device
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SCALANCE W786 RJ45 for the outdoor area

. Function

In the case of access points with two wireless modules, one
module implements communication of the access points with
each other. The wireless field for the station, e.g. an automated
guided vehicle, is established by the second wireless module.
Wireless coverage of larger areas can therefore be provided
with the same device.

Antenna
ANT793-6DG

If the minimum length of standard Ethernet cables is insufficient
due to the large distance of the access points from the wired

network, SCALANCE W-786 can also be used in a version with
SFP plug-in transceivers. Depending on the optical SFP plug-in
transceiver used, ranges of up to 120 km can then be achieved.

Antenna
ANT793-8DJ

- Antenna

ANT793-6DG
Access Point
SCALANCE
W786-1 RJ45

configured as
Ethernet Client Module

Access Point
SCALANCE W786-1 RJ45
configured as Access Point

Radio cell

G_IK10_XX_30287

Use of the SCALANCE W786 product line in sectors subject to high climatic requirements

In the case of SCALANCE W?786, this only concerns access
points which can, however, be configured as client modules
through Web-based management. Then, depending on the
selected versions, a maximum of one wireless module will be
available as a client.
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Order No.

Product type designation

6GK5 786-1FC00-0AAD
6GK5 786-1FC00-0ABO ")

SCALANCE W786-1
RJ45

6GKS5 786-2HC00-0AA0
6GK5 786-2HC00-0ABO ")

SCALANCE W786-2IA
RJ45

6GK5 786-2FC00-0AA0
6GK5 786-2FC00-0ABO ")

SCALANCE W786-2
RJ45

6GK5 786-2FE00-0AAQ

SCALANCE W786-2
SFP

Transmission rate

Transmission rate

e with W-LAN, maximum
e with Industrial Ethernet
e Note

450 Mbit/s
10 ... 1000 Mbit/s

450 Mbit/s
10 ... 1 000 Mbit/s

450 Mbit/s
10 ... 1 000 Mbit/s

450 Mbit/s
100 ... 1 000 Mbit/s

Interfaces

Number of electrical connections

e for network components or
terminal equipment

e for power supply
e for redundant power supply

Design of electrical connection
e for network components or
terminal equipment

o for power supply

RJ45 socket

2-pin connector (24 V DC)
or optionally available
power supply adapter
(4-pin 24 V DC or 3-pin

RJ45 socket

2-pin connector (24 V DC)
or optionally available
power supply adapter
(4-pin 24 V DC or 3-pin

RJ45 socket

2-pin connector (24 V DC)
or optionally available
power supply adapter
(4-pin 24 V DC or 3-pin

-

2-pin connector (24 V DC)
or optionally available
power supply adapter
(4-pin 24 V DC or 3-pin

110 to 230 V AC) 110to 230 V AC) 110to 230 V AC) 110to 230 V AC)
Number of optical connections for - - - 2
fiber-optic cables at 100 Mbit/s
Design of optical connection for = = = SFP slot
fiber-optic cables at 100 Mbit/s
Number of optical connections for - - - 2
fiber-optic cables at 1000 Mbit/s
Design of optical connection for = = = SFP slot
fiber-optic cables at 1000 Mbit/s
Design of swap medium C-Plug Yes Yes Yes Yes
Interfaces wireless
Number of permanently installed 1 2 2 2
wireless cards
Number of internal antennas - 6 - -
Number of electrical connections 3 - 6 6
for external antenna(s)
Design of electrical connection for ~ R-SMA female (socket) - R-SMA female (socket) R-SMA female (socket)
external antenna(s)
Supply voltage,
current consumption, power loss
Type of power supply DC DC DC DC
Power supply
¢ 1 from terminal block 19.2V 19.2V 19.2V 19.2V
e 2 from terminal block 28.8V 28.8V 28.8V 28.8V
® From Power-over-Ethernet 48V 48 V 48V -
ac-cording to IEEE802.3at for
Type 1 and IEEE802.3af
® From Power-over-Ethernet ac- 48V 48 V 48 'V -
cording to IEEE802.3at for Type 2
® From optionally integrated
power supply
- With AC 100 ... 240 V 100 ... 240 V 100 ... 240V 100 ... 240V
- With DC 12...24V 12...24V 12...24V 12...24V

) Wireless approval in the USA
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Technical specifications (continued)

Order No.

Product type designation

6GK5 786-1FC00-0AA0
6GKS5 786-1FC00-0ABO )

SCALANCE W786-1
RJ45

6GK5 786-2HC00-0AA0
6GKS5 786-2HC00-0ABO ")

SCALANCE W786-2IA
RJ45

6GK5 786-2FC00-0AA0
6GKS5 786-2FC00-0ABO ")

SCALANCE W786-2
RJ45

6GK5 786-2FE00-0AAQ

SCALANCE W786-2
SFP

Permissible ambient
conditions

Ambient temperature
e During operation

® During storage

¢ During transport

Relative humidity at 25 °C without
condensation during operation,

maximum

IP degree of protection

Ambient conditions for operation

-40 ... +60 °C
-40 ... +85°C
-40 ... +85°C
100 %

IP65

When using the

100 ... 240 V AC power
supply, an operating
temperature of

-40 °C to +60 °C is

-40 ... +60 °C
-40 ... +85°C
-40 ... +85°C
100 %

P65

When using the

100 ... 240 V AC power
supply, an operating
temperature of

-40 °C to +60 °C is

-40 ... +60 °C
-40 ... +85°C
-40 ... +85°C
100 %

IP65

When using the

100 ... 240 V AC power
supply, an operating
temperature of

-40 °C to +60 °C is

-40 ... +60 °C
-40 ... +85°C
-40 ... +85°C
100 %

IP65

When using the

100 ... 240 V AC power
supply, an operating
temperature of

-40 °C to +60 °C is

permissible permissible permissible permissible
Design, dimensions and weights
Width of enclosure without antenna 251 mm 251 mm 251 mm 251 mm
Height of enclosure without antenna 251 mm 251 mm 251 mm 251 mm
Depth of enclosure without antenna 72 mm 72 mm 72 mm 72 mm
Net weight 2.24 kg 2.24 kg 2.24 kg 2.24 kg
Type of mounting: wall mounting Yes Yes Yes Yes

Type of mounting

For mast mounting,

35 mm DIN rail mounting
and S7-300 rail mounting,
an additional retaining
plate is required

For mast mounting,

35 mm DIN rail mounting
and S7-300 rail mounting,
an additional retaining
plate is required

For mast mounting,

35 mm DIN rail mounting
and S7-300 rail mounting,
an additional retaining
plate is required

For mast mounting,

35 mm DIN rail mounting
and S7-300 rail mounting,
an additional retaining
plate is required

Wireless frequencies
Wireless frequency

e With WLAN in the 2.4 GHz

frequency band

e With WLAN in the 5 GHz frequency

band

2.41...2.48 GHz

4.9...5.8GHz

241 ...2.48 GHz

4.9 ...58GHz

241 ...2.48 GHz

4.9...58GHz

2.41...2.48 GHz

4.9 ...5.8GHz

Product properties,
functions, components
General

Number of SSIDs

Product function

e Dual client

* iHOP

* iPCF

¢ iPCF-MC

Number of iPCF-capable
radio modules

" Wireless approval in the USA
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Technical specifications (continued)

Order No. 6GK5 786-1FC00-0AA0  6GK5 786-2HC00-0AA0  6GK5 786-2FC00-0AA0  6GK5 786-2FE00-0AAD
6GK5 786-1FC00-0AB0 ")  6GK5 786-2HC00-0ABO ) 6GK5 786-2FC00-0ABO ')

Product type designation SCALANCE W786-1 SCALANCE W786-2IA  SCALANCE W786-2 SCALANCE W786-2
RJ45 RJ45 RJ45 SFP

Product functions
Management, configuration,
programming

Number of manageable IP 8 8 8 8
addresses in the client

Product function

o CLI Yes Yes Yes Yes
* Web-based management Yes Yes Yes Yes
e MIB support Yes Yes Yes Yes
* TRAPs via e-mail Yes Yes Yes Yes
e Configuration with STEP 7 No No No No
e Configuration with STEP 7 in the No No No No
TIA Portal
® SMTP server Yes Yes Yes Yes
e Operation with IWLAN controller No No No No
e Operation with Enterasys WLAN No No No No
controller

e Forced roaming with IWLAN Yes Yes Yes Yes
e WDS Yes Yes Yes Yes
Protocol is supported

¢ Address Resolution Protocol (ARP)  Yes Yes Yes Yes
¢ [ICMP Yes Yes Yes Yes
e Telnet Yes Yes Yes Yes
o HTTP Yes Yes Yes Yes
e HTTPS Yes Yes Yes Yes
o TFTP Yes Yes Yes Yes
e SNMP v1 Yes Yes Yes Yes
e SNMP v2 Yes Yes Yes Yes
¢ SNMP v3 Yes Yes Yes Yes
e DCP Yes Yes Yes Yes
e LLDP Yes Yes Yes Yes
Identification & maintenance

¢ |&MO - device-specific information  Yes Yes Yes Yes
¢ |[&M1 - higher-level designation/ Yes Yes Yes Yes

location designation

Product functions Diagnostics

Product function

¢ PROFINET IO diagnostics Yes Yes Yes Yes
e | ink check No No No No
e Connection monitoring IP-Alive No No No No
e L ocalization by means of No No No No

Aeroscout

e SyslLog Yes Yes Yes Yes
Product functions VLAN

Product function VLAN with INLAN  Yes Yes Yes Yes
Product functions DHCP

Product function DHCP client Yes Yes Yes Yes

Product functions Redundancy
STP/RSTP protocol is supported Yes Yes Yes Yes

" Wireless approval in the USA
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Technical specifications (continued)

Order No. 6GK5 786-1FC00-0AA0  6GK5 786-2HC00-0AA0  6GK5 786-2FC00-0AA0  6GK5 786-2FE00-0AAD
6GK5 786-1FC00-0AB0 ")  6GK5 786-2HC00-0ABO ) 6GK5 786-2FC00-0ABO ')

Product type designation SCALANCE W786-1 SCALANCE W786-2IA  SCALANCE W786-2 SCALANCE W786-2
RJ45 RJ45 RJ45 SFP

Product functions Security
Product function

¢ ACL - MAC based Yes Yes Yes Yes

e |EEE 802.1x (radius) Yes Yes Yes Yes

o NAT/NAPT No No No No

® Access protection according to Yes Yes Yes Yes
IEEE802.11i

o WPA/WPA2 Yes Yes Yes Yes

* TKIP/AES Yes Yes Yes Yes

Protocol is supported SSH Yes Yes Yes Yes

Product functions Time

SNTP protocol is supported Yes Yes Yes Yes

Standards, specifications,

approvals

Standard

e for EMC of FM - - - -
e for hazardous zone

¢ for CSA and UL safety UL 60950-1 CSA C22.2 UL 60950-1 CSA C22.2 UL 60950-1 CSA C22.2 UL 60950-1 CSA C22.2
No. 60950-1 No. 60950-1 No. 60950-1 No. 60950-1
e for hazardous zone of CSAand UL - - - -

Certificate of suitability

e CE marking Yes Yes Yes Yes
¢ EC Declaration of Conformity Yes Yes Yes Yes
e C-Tick Yes Yes Yes Yes
e CCC No No No No
¢ Railroad application No No No No
according to EN 50155
e e1 approval No No No No
® E1 approval No No No No
* NEMA4X Yes Yes Yes Yes

Standard for wireless
communication

e |EEE 802.11a Yes Yes Yes Yes

e |EEE 802.11b Yes Yes Yes Yes

e |EEE 802.11e Yes Yes Yes Yes

¢ [EEE 802.11g Yes Yes Yes Yes

e |EEE 802.11h Yes Yes Yes Yes

e |EEE 802.11i Yes Yes Yes Yes

e [EEE 802.11n Yes Yes Yes Yes

Wireless approval You can find the latest list  You can find the latest list  You can find the latest list ~ You can find the latest list
of countries at: of countries at: of countries at: of countries at:
www.siemens.com/ www.siemens.com/ www.siemens.com/ www.siemens.com/
simatic-net/ik-info simatic-net/ik-info simatic-net/ik-info simatic-net/ik-info

Marine classification association

® American Bureau of Shipping No No No No

Europe Ltd. (ABS)

¢ Bureau Veritas (BV) No No No No

e Det Norske Veritas (DNV) No No No No

e Germanischer Lloyd (GL) No No No No

e Lloyds Register of Shipping (LRS) No No No No

¢ Nippon Kaiji Kyokai (NK) No No No No

¢ Polski Rejestr Statkow (PRS) No No No No

Accessories

Accessories 24V DC screw terminal 24V DC screw terminal 24V DC screw terminal 24 V DC screw terminal
included in scope of included in scope of included in scope of included in scope of
delivery delivery delivery delivery

) Wireless approval in the USA
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Order No.

IWLAN access points with built-in
radio interfaces; radio networks
IEEE 802.11a/b/g/h/n at 2.4/

5 GHz up to 450 Mbit/s; WPA2/
AES; Power over Ethernet (PoE),
IP65 degree of protection

(-40°C to +60°C);

scope of supply: Mounting
hardware, 2-pin screw terminal for
24 V DC; manual on CD-ROM:;
German/English

SCALANCE W786-1 RJ45

IWLAN access points with one
integrated wireless interface and
RJ45 connection

e Connections for two external
antennas

- National approvals for
operation outside the USA
- National approvals for
operation within the USA )
SCALANCE W786-2IA RJ45

IWLAN access points with two
integrated wireless interfaces and
RJ45 connection

¢ Six internal antennas

- National approvals for
operation outside the USA

- National approvals for
operation within the USA 1)
SCALANCE W786-2 RJ45

IWLAN access points with two
integrated wireless interfaces and
RJ45 connection
e Six connections for external
antennas
- National approvals for
operation outside the USA
- National approvals for
operation within the USA )

SCALANCE W786-2 SFP

IWLAN access points with two
integrated wireless interfaces and
RJ45 connection
e Six internal antennas
- National approvals for
operation outside the USA

" Please note national approvals at

6GKS5 786-1FC00-0AAQ

6GKS5 786-1FC00-0ABO

6GKS5 786-2HC00-0AAQ

6GKS5 786-2HC00-0ABO

6GKS5 786-2FC00-0AAQ

6GKS5 786-2FC00-0ABO

6GKS5 786-2FE00-0AA0

www.siemens.com/wireless-approvals

C-PLUG

Swap medium for simple
replacement of devices in the
event of a fault; for storing
configuration data; can be used
in SIMATIC NET products with
PLUG slot

6GK1 900-0AB00

Power supply PS791-2DC

24V DC power supply for
installation in SCALANCE W786
products; operating instructions
in German/English

6GK5 791-2DC00-0AAQ

Power supply PS791-2AC

110 V AC to 230 V AC power
supply for installation in the
SCALANCE W786 products;
operating instructions in
German/English

6GK5 791-2AC00-0AA0

MS1 mounting set

Mounting set for fixing the
SCALANCE W786 products onto
an S7-300 mounting rail or a

35 mm standard DIN rail

6GK5 798-8MG00-0AA0

IE FC RJ45 Plug 4 x 2

RJ45 plug connector for Industrial
Ethernet (10/100/1000 Mbit/s)
with a rugged metal enclosure
and integrated insulation
displacement contacts for
connecting Industrial Ethernet FC
installation cables;

180° cable outlet; for network
components and CPs/CPUs with
Industrial Ethernet interface

e 1 pack = 1 unit
e 1 pack = 10 units
e 1 pack = 50 units

6GK1 901-1BB11-2AA0
6GK1 901-1BB11-2AB0
6GK1 901-1BB11-2AE0
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SCALANCE W786 RJ45 for the outdoor area

. Ordering data Order No. . More information
Accessories (continued) Wireless approvals:
IE FC Standard Cable GP 4 x 2 6XV1 878-2A Current approvals can be found on the Internet at:
8-core, shielded TP installation www.siemens.com/wireless-approvals
cable for connection fo To assist in selecting the right products for Industrial Wireless
IE FC RJ45 Plug 4 x 2 and S g . .
IE M12 Plug PRO 4 x 2; Communication, the SIMATIC NET Selection Tool is available:

PROFINET-compliant;
with UL approval,
sold by the meter;

Online version:
www.siemens.com/snst

max. length 1000 m, Offline version:
minimum order 20 m www.siemens.com/snst-download
|IE FC Stripping Tool 6GK1 901-1GA00

Preadjusted stripping tool
for fast stripping of the
Industrial Ethernet FC cables

Antennas and miscellaneous see Industrial Wireless LAN/
IWLAN accessories accessories

SFP plug-in transceiver and see Media modules for modular
fiber-optic cables SCALANCE X-300 managed
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. Overview . Benefits

get Designed for Industry

e Cost reductions and thus significant cost savings in commis-
sioning and operating larger IWLAN installations (ten access
points and more) thanks to configuring from a central location

* Investment protection thanks to seamless integration into
existing IWLAN installations or into an existing corporate
WLAN

e Saving on redundant infrastructures (e.g. separate network for
Internet access and voice transmission) thanks to multiple use
of the same infrastructure for different services

e Avoidance of a single point of failure thanks to optional parallel
operation of two controllers; the WLAN remains functional
even if the controller(s) fail(s)

* Increased reliability when operating the IWLAN through
complete, coordinated portfolio of controllers, industrial

) ) ) . . access points and SCALANCE W Client Modules, as well as
The network infrastructures in the industrial and office areas are the suitable accessories (antennas, connecting cables, power

coming ever-closer together. This applies also in the area of supplies)
wireless communication, causing a constant increase in the

number of access points and WLAN clients to be managed.

If such networks are established with a large number of stand-

alone access points, with each one having to be configured

separately, this results in huge costs for initial configuration and

operation.

5
‘%i
5
3

Central wireless LAN controllers enable low-cost, user-friendly
and secure operation of large WLAN infrastructures here.
Management of the WLAN clients connected to such WLANSs is
significantly simplified thanks to their division into user groups
with different security policies.

The SCALANCE WLC711 Wireless LAN Controller is an IWLAN
controller for centralized management of a wireless LAN in the
industrial environment (configuration, diagnostics, firmware
updates, access control, security settings, coordination).

e Fast establishment of a new WLAN or expansion of an existing
WLAN with the help of the SCALANCE W786C,
SCALANCE W788C and SCALANCE W786-2HPW controller-
based access points

e Parallel operation of different services (e.g. communication
between programmable controllers, Internet access, Voice-
over-IP telephony and video transmission) on the same
controller-based WLAN infrastructure

e Seamless transition between production WLAN and corporate
WLAN

e Cost savings in commissioning and operation as well as
increased reliability and security thanks to the central
management functions of the IWLAN controller in comparison
to a WLAN comprising stand-alone access points that have to
be configured individually
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Overview

. Application

Office network Plant network

SINEMA
Server

SCALANCE
W748-1 RJ45

S7-300 with CP 343-1 ERPC

Company-wide WLAN based on Enterasys Wireless Controller and SCALANCE WLC IWLAN Controller

The SCALANCE WLC711 IWLAN Controller is the optimal
solution for IWLAN installations from 10 up to 32 access points.
Through the use of the SCALANCE W Access Points and Client
Modules, different applications in the industrial environment or a
comparable environment can communicate via a centrally
managed IWLAN. SCALANCE W Access Points for controller
operation are available for use both outdoors and for cabinet-
free use in the industrial environment (e.g. in the production hall).

The WLC711 IWLAN Controller can be integrated into the
corporate WLAN and thus enables the implementation of an
integrated WLAN in the office, outdoor and industrial areas. This
allows operation of mobile WLAN phones and laptops in the
same wireless network, while complying with security policies for
different user groups, and guaranteeing defined quality of
service (QoS) for different devices.

G_IK10_XX_30175
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Application examples

With the SCALANCE WLC711 IWLAN Controller, the benefits of e Plant-wide wireless infrastructures in factory automation and

. Application (continued)

a controller solution, long-familiar in corporate networks, now process automation, e.g. for mobile operator input or logistics
also become available to typical industrial and industry-related applications
applications: e Industry-related applications, e.g. crane systems and road/

underground rail tunnels where IWLAN is required for trans-
mitting visualization, video, and voice data

G_IK10_XX_30274

SCALANCE WLC711 IWLAN Controller in redundancy mode

. Design
WLC711 IWLAN Controller Controller-based access points
e 24\ DC power supply e Radio card permanently installed in the device
e Enclosure in the design of the SIMATIC Microbox IPC, in e \ersions available that support the WLAN standards
degree or protection IP20 for installation in the control cabinet |IEEE 802.11a/b/g/n and IEEE 802.11a/b/g
e Two 10/100/1000 Mbit/s electrical RJ45 ports e Versions available with RJ45 electrical port and BFOC optical

port

e Antennas can either be connected by means of a screw
connection (R-SMA, N-Connect) or they are integrated in the
device. The antennas can be replaced within the IWLAN
range

* Function LEDs for optical signaling of faults and operating
states

¢ DIN rail and wall mounting possible
e Ambient temperature in operation 5 °C to 40 °C
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. Function . More information
Fundamental principles of the controller-based Industrial Supplementary WLAN solutions for office environments can be
Wireless LAN found on the Internet at:

) www.enterasys.com
The IWLAN controller enables centralized management of an y

Industrial Wireless LAN. It automatically detects new access
points, establishes the connection to these, and manages and
coordinates access points and clients. Thanks to the Layer 3
architecture, access points located in different Layer 2 subnet-
works can also be managed. This function allows wireless
expansion of an existing Ethernet network without having to
make changes to the existing network topology.

With the IWLAN controller, the IWNLAN wireless infrastructure can
be divided into logical, service-based networks (Virtual Network
Services). Different services, security requirements and access
criteria can thus be reliably managed, and different user groups
such as administrators, commissioning engineers, or visitors
can use the same wireless network.

In the same way, different applications such as Voice-over-IP
(VolIP), video and Internet access can use the same infra-
structure. The result is optimal capacity utilization of the IWLAN
network.

If applications with high reliability and availability requirements
are to communicate wirelessly, two IWLAN controllers can be
operated redundantly.

The controller-based access points of the SCALANCE W78xC
series can only be used with the IWLAN controller and can only
be configured using the IWLAN controller.

The IWLAN controller connects, manages and coordinates all
access point and clients such that the WLAN environment
appears like several IP subnetworks with central management.
The individual connections are additionally managed here, and
the stations can therefore move securely and reliably throughout
the complete radio network.

Diagnostics and management functions

As well as centralized management and wireless network
configuration, the WLC711 IWLAN controller also offers error
recording, wireless network monitoring, and documentation of
network statistics.
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Industrial Wireless LAN Controller
SCALANCE WLC711

e Support for up to 32 access points in standard operation

e Support for up to 64 access points in redundant operation
with two IWLAN controllers

e Supplied with license for 16 access points; expandable with
license to 32 access points in standard operation

Simultaneous support for up to 512 WLAN clients
Support for up to 8 VNS segments
Automatic detection of new access points

Support for the SCALANCE W78xC controller-based access
points (IEEE 802.11a/b/g/n) and W786-2HPW
(IEEE 802.11a/ b/ g)

. Overview

; ;
’
’
‘
’
5
;
’ -

| Application

Container terminal Automation control center

G_IK10_XX_30273

AGV = Automated Guided Vehicle

Controller-based IWLAN for applications with a large number of access points, e.g. in a container terminal
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Design

Product versions

e |WLAN controller licensed for the connection of up to
16 SCALANCE W78xC and SCALANCE W786-2HPW
controller-based access points

e Capacity upgrade for SCALANCE WLC-700 for supporting up
to 32 SCALANCE W78xC and SCALANCE W786-2HPW
controller-based access points

Technical specifications

Order No.

6GKS5 711-0XC00-1AA0
6GK5 711-0XC00-1ABO )
6GK5 711-0XC00-1ADO 2)

Order No.

6GK5 711-0XC00-1AA0
6GKS5 711-0XC00-1ABO )
6GK5 711-0XC00-1ADO 2)

Product type designation SCALANCE WLC711 Product type designation SCALANCE WLC711
Transmission rate Product functions
L . ) . Management, configuration,
Ertir;?rqweltssmn rate with Industrial 10 ... 1 000 Mbit/s programming
Interfaces Product function
o CLI Yes
Number of electrical connections « Web-based management Yes
« for network components or 2 * MIB support Yes
terminal equipment «WDS Yes
o for power supply 1 Protocol i red
rotocol is supporte
Design of electrical connection * Address Regslution Protocol No
* for network components or RJ45 socket (ARP)
terminal equipment . _ o ICMP Yes
e for power supply 2-pin screw terminal o Telnet Yes
Supply voltage, e HTTP Yes
current consumption, power loss o HTTPS Yes
Type of power supply DC * TFTP Yes
Supply voltage 1 24V * SNMP v1 R
from terminal block * SNMP v2 Yes
NMP Y
Typical current consumed 4 A : ;CP v3 Nes
at 24V DC Lop NO
. o
Effective power loss at 24 V DC, 20 W - - -
typically Product functions Diagnostics
Permissible ambient conditions Product function SysLog Yes
Ambient temperature Product functions VLAN
® During operation 5...40°C Product function VLAN with IWNLAN  Yes
* During storage -40 ... +60 °C "
® During transport -40 ... +60 °C :ro;uctffunchorsH[():I-;CT \
oduct function client [e]
Relative humidity at 25 °C without 95 % roduet unct _ I_
condensation during operation, Product functions Security
maximum Product function
IP degree of protection P20 ¢ |[EEE 802.1x (radius) Yes
Ambient conditions for operation - * NAT/NAPT No
- " - " ® Access protection according to Yes
Design, dimensions and weights IEEES02.11i
Width 262 mm * WPA/WPA2 Yes
Height 142 mm * TKIP/AES Yes
Depth 47 mm Protocol is supported SSH Yes
Net weight 2kg Product functions Time
Type of mounting Protocol is supported
® 35 mm DIN rail mounting Yes *NTP Yes
e Wall mounting Yes ® SNTP No

Type of mounting

" Wireless approval in the USA
2) Wireless approval in Japan

Siemens IK Pl - 2012
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Industrial Wireless LAN Controller
SCALANCE WLC711

. Technical specifications (continued)

Order No.

6GKS5 711-0XC00-1AA0
6GKS5 711-0XC00-1AB0O ")
6GK5 711-0XC00-1ADO 2)

Order No.

6GKS5 711-0XC00-1AA0
6GKS5 711-0XC00-1ABO )
6GK5 711-0XC00-1ADO 2)

Product type designation SCALANCE WLC711 Product type designation SCALANCE WLC711
Product functions Standards, specifications,
IWLAN controller approvals
Number of supported access points Certificate of suitability
¢ in standard mode with an IWLAN 16 e CE marking Yes
controller e EC Declaration of Conformity Yes
¢ in redundancy mode with two 32 o C-Tick Yes
IWLAN controllers «CCC No
Product function of the When supplied with basic license, ¢ Railroad application accordingto  No
IWLAN controller: 16 access points are supported in EN 50155
standard mode and 32 access e e1 approval No
points in redundancy mode. With « E1 approval No
capacity upgrade, 32 access
points are supported in standard * NEMA4X No
mode and 64 access points in ® Power-over-Ethernet accordingto  No
redundancy mode. |IEEE802.3at for Type 1 and
Number of supported WLAN clients 512 IEEEB02.3af
u u : ® Power-over-Ethernet accordingto  No
per IWLAN controller IEEE802.3at for Type 2
Number of VNS segments per 8 ) -
IWLAN controller Standard for wireless communi
cation
Product function ¢ |EEE 802.11a Yes
¢ Pre-standard (CAPWAP) Yes e |EEE 802.11b Yes
¢ Integral VLAN-VNS Yes ¢ [EEE 802.11e Yes
* Auto detection of new access Yes ¢ [EEE 802.11g Yes
points e |[EEE 802.11h Yes
* CDR/RADIUS accounting Yes o IEEE 802.11i Yes
* Dynamic Radio Management Yes o [EEE 802.11n Yes
VoIP QoS i Ye
' (SSCP/QI'CQ—%F?}F—)\I/(/]IQ\JAM) s Wireless approval You can find the latest list of
) countries at: www.siemens.com/
¢ \/oIP roaming between IP Yes P g
subnetworks simatic-net/ik-info
® \/oIP roaming between several Yes Accessories

IWLAN controllers
Load distribution function

Backup function for IWLAN
controller

Switching function

Design of the interface for public
network access

Product function of the IWLAN
controller

1)
2)

Wireless approval in the USA
Wireless approval in Japan

DRM (Dynamic Radio/ RF
Management), Packet Fairness,
Flexible Client Access

(Airtime Fairness), Load
Balancing, Band-Steering

Redundancy mode with two
IWLAN controllers
(64 access points in total)

Traffic bridged at controller/ traffic
bridged locally at wireless access
point

Internal captive portal
(Web redirection)

Accessories

24 V DC screw terminal and
2 cabinet brackets included in
scope of delivery
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Industrial Wireless LAN Controller
SCALANCE WLC711

. Ordering data Order No. . More information
SCALANCE WLC711 Wireless approvals:
IWLAN Controller
. Current approvals can be found on the Internet at:
IWLAN controller licensed for the www.siemens.com/wireless-approvals
connection of up to . . . . . )
16 SCALANCE W78xC and To assist in selecting the right products for Industrial Wireless
SCALANCE W786-2HPW Communication, the SIMATIC NET Selection Tool is available:
controller-based access points ) )
* National approvals for operation ~ 6GK5 711-0XC00-1AAQ Online version:
outside North America, Canada, www.siemens.com/snst

and Japan (RoW)

¢ National approvals for operation 6GKS5 711-0XC00-1ABO
in North America, including
Canada (NAM) ")

¢ National approvals for operation 6GKS5 711-0XC00-1ADO
in Japan (JP) L)

License Key WLC-700 6GK5 907-1SB00
Capacity upgrade for SCALANCE

WLC-700 for supporting up to

32 SCALANCE W78xC and

SCALANCE W786-2HPW

controller-based access points

Offline version:
www.siemens.com/snst-download

Accessories

IE TP Cord RJ45/RJ45

TP cable 4 x 2

with 2 RJ45 connectors

e05m 6XV1 870-3QE50
e1m 6XV1 870-3QH10
e2m 6XV1 870-3QH20
e6m 6XV1 870-3QH60
e10m 6XV1 870-3QN10
LOGO!Power 24 V/4 A 6EP1 332-1SH52

Stabilized power supply;
Input: 100 ... 240 VAC,
output: 24 V DC/4 A

" Please note national approvals at
www.siemens.com/wireless-approvals
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Controller Access Points
SCALANCE W788C RJ45 for control cabinet

| Overview N Design

e Rugged aluminum enclosure, shock and vibration-proof,
for high mechanical requirements

e Dust protection with IP30 degree of protection

e For use at ambient temperatures from -20 °C to +60 °C

* Resistant to condensation

¢ Design suitable for installation in control cabinet

* Two built-in wireless cards

* 6 x R-SMA (female) sockets for the connection of remote
antennas

e Antenna placement optimized for the 3x3 MIMO technology;
the antennas do not interfere with each other when they are
mounted direct on the device

e 1 x RJ45 connection for 10/100/1000 Mbit/s with
Power-over-Ethernet according to IEEE 802.3at Type 1
(corresponds to IEEE 802.3af)

e 2 x 24V DC connection for redundant power infeed
e Mounting: Wall, S7 mounting rail or on 35 mm standard
¢ SCALANCE W788C-2 RJ45 controller-based access points mounting rail

can only be operated on the SCALANCE WLC IWLAN
Controller

e Support for the WLAN standard IEEE 802.11n, 3x3 MIMO
(compatible with IEEE 802.11a/b/g/h) [ |

| ‘ [
) ) o o M M R
e Especially suitable for applications where the access point is
to be mounted in the control cabinet
e | ow-cost alternative for use indoors with less severe environ-
mental conditions
* The rugged aluminum enclosure with degree of protection

IP30 nevertheless provides protection against mechanical
and electromagnetic stress in industrial areas

3x R-SMA (female) antenna connections

T [ ] i
3x R-SMA \ ‘ ‘ ‘
(female) |

antenna = 2
connections L 24V DQ §I
PLUG slot — connection ;/2'
Terminal block for — RJ45 connection E
digital input/output (Gigabit) o

Design and interfaces of the SCALANCE W788C-2 RJ45 controller-
based access points

Product versions

SCALANCE W788C-2 RJ45 (controller-based)
* Two wireless cards permanently installed in the device
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Technical specifications

Order No.
Product type designation

6GK5 788-2FC00-1AA0
SCALANCE W788C-2 RJ45

Order No.
Product type designation

6GK5 788-2FC00-1AA0
SCALANCE W788C-2 RJ45

Transmission rate

Transmission rate

e with W-LAN, maximum
e with Industrial Ethernet
¢ Note

450 Mbit/s
10 ... 1000 Mbit/s

Interfaces

Number of electrical connections

e for network components or
terminal equipment

e for power supply

e for redundant power supply

Design of electrical connection

e for network components or
terminal equipment

o for power supply

Number of optical connections for
fiber-optic cables at 100 Mbit/s

Design of optical connection for
fiber-optic cables at 100 Mbit/s

RJ45 socket

4-pin screw terminal, PoE

Design of swap medium C-Plug No
Interfaces wireless

Number of permanently installed 2
wireless cards

Number of internal antennas -
Number of electrical connections 6

for external antenna(s)

Design of electrical connection for
external antenna(s)

R-SMA female (socket)

Supply voltage,
current consumption, power loss
Type of power supply DC
Power supply
¢ 1 from terminal block 19.2V
¢ 2 from terminal block 28.8V
® From Power-over-Ethernet 48V
according to IEEE802.3at for
Type 1 and IEEE802.3af
* From Power-over-Ethernet 48V
according to IEEE802.3at for
Type 2
Permissible ambient conditions
Ambient temperature
¢ During operation -20 ... +60 °C
e During storage -40 ... +70 °C
¢ During transport -40 ... +70 °C
Relative humidity at 25 °C without 90 %
condensation during operation,
maximum
IP degree of protection IP30

Ambient conditions for operation

Siemens IK Pl - 2012

Design, dimensions and weights
Width of enclosure without antenna

Height of enclosure without antenna

Depth of enclosure without antenna
Net weight

Type of mounting: wall mounting
Type of mounting

200 mm
158 mm
79 mm
1.7 kg
Yes

Wireless frequencies

Wireless frequency

o With WLAN in the 2.4 GHz
frequency band

o With WLAN in the 5 GHz frequency
band

2.41...2.48 GHz

49 ...58GHz

Product functions
Management, configuration,
programming

Product function

e Operation with IWLAN controller

e Operation with Enterasys WLAN
controller

Yes
Yes

Standards, specifications,
approvals

Standard

e for EMC of FM

o for hazardous zone

e for CSA and UL safety

e for hazardous zone of CSA and UL

Certificate of suitability

e CE marking

e EC Declaration of Conformity

o C-Tick

e CCC

® Railroad application according to
EN 50155

* e1 approval

e E1 approval

o NEMA4X

Standard for wireless communi-
cation

e |EEE 802.11a

¢ [EEE 802.11b

¢ [EEE 802.11g

e |EEE 802.11h

e [EEE 802.11n

Wireless approval

Marine classification association

* American Bureau of Shipping
Europe Ltd. (ABS)

e Bureau Veritas (BV)

® Det Norske Veritas (DNV)

e Germanischer Lloyd (GL)

e Lloyds Register of Shipping (LRS)

¢ Nippon Kaiji Kyokai (NK)

® Polski Rejestr Statkow (PRS)

UL 60950-1 CSA C22.2
No. 60950-1

Yes
Yes
Yes
No
No

No
No
No

Yes
Yes
Yes
Yes
Yes
You can find the latest list of

countries at: www.siemens.com/
simatic-net/ik-info

No

No
No
No
No
No
No

Accessories
Accessories

24V DC screw terminal and
screw terminal for digital input
and output included in scope of
delivery
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Controller Access Points
SCALANCE W788C RJ45 for control cabinet

. Ordering data Order No. . More information
SCALANCE W788C RJ45 Controller access points Wireless approvals:
gzgg’;‘magsvﬁstﬁgigg ,LI‘\(IJ_iANCE Current approvals can be found on the Internet at:
WLC IWLAN Controller: with two www.siemens.com/wireless-approvals
built-in wireless interfaces; To assist in selecting the right products for Industrial Wireless
wireless networks IEEE 802.11a/ Communication, the SIMATIC NET Selection Tool is available:
b/g/h/n at 2.4/5 GHz up to
450 Mbit/s; WPA2/AES; Power Online version:
over Ethernet (POE), P65 degree WWW‘Siemenslcom/Snst
of protection (-20 °C to +60 °C); ) )
scope of delivery: Mounting Offline version:
hardware; manual on CD-ROM, www.siemens.com/snst-download
German/English
e SCALANCE W788C-2 RJ45 6GKS5 788-2FC00-1AA0

with R-SMA female connections
for six external antennas

Accessories
DIN rail mounting adapter 6GK5798-8ML00-0AB3

DIN rail mounting adapter for
SCALANCE W788 M12 and
SCALANCE W788 RJ45;

screw fixing for mounting on a

35 mm DIN rail to EN 50 022;
scope of supply: 3 units per pack

IE FC RJ45 Plug 4 x 2

RJ45 plug connector for Industrial
Ethernet (10/100/1000 Mbit/s)
with a rugged metal enclosure
and integrated insulation
displacement contacts for
connecting Industrial Ethernet FC
installation cables;

180° cable outlet; for network
components and CPs/CPUs with
Industrial Ethernet interface

e 1 pack = 1 unit 6GK1 901-1BB11-2AA0
¢ 1 pack = 10 units 6GK1 901-1BB11-2AB0
e 1 pack = 50 units 6GK1 901-1BB11-2AEQ

IE FC Standard Cable GP 4 x 2 6XV1 878-2A

8-core, shielded TP installation
cable for connection to

|IE FC RJ45 Plug 4 x 2 and

IE M12 Plug PRO 4 x 2;
PROFINET-compliant;

with UL approval,

sold by the meter;

max. length 1000 m,

minimum order 20 m

|IE FC Stripping Tool 6GK1 901-1GA00

Preadjusted stripping tool
for fast stripping of the
Industrial Ethernet FC cables

Antennas and miscellaneous see Industrial Wireless LAN/
IWLAN accessories accessories
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Controller Access Points
SCALANCE W788C M12 for the indoor area

| Overview N Design

e Rugged aluminum enclosure, shock and vibration-proof,
for high mechanical requirements

e High IP65 degree of protection against dust and water jets
e For use at ambient temperatures from -20 °C to +60 °C
* Resistant to condensation

¢ 6 x N-Connect (female) sockets for the connection of remote
antennas

e Antenna placement optimized for the 3x3 MIMO technology;
the antennas do not interfere with each other when they are
mounted direct on the device

e 1 x M12 connection for 10/100/1000 Mbit/s with Power-over-
Ethernet according to IEEE 802.3at Type 1 (corresponds to
IEEE 802.3af)

e 1 x M12 socket for energy supply (24 V DC)
e Mounting: Wall, S7 mounting rail or on 35 mm standard

mounting rail
e SCALANCE W788C-2 M12 controller-based access points 3x N-Connect (female) connections for antennas
can only be operated on the SCALANCE WLC IWLAN { L] ]
Controller | ¥ | 2|

e Support for the WLAN standard IEEE 802.11n, 3x3 MIMO
(compatible with IEEE 802.11a/b/g/h)

e Particularly suitable for industrial applications without control
cabinets

ia [ (8 |
3x N-Connect | ‘ |
(female) —| |
connections g
for antennas 24V DQ 8
connection §'
1
PLUG slot — M12 connection §
(Gigabit) o

Design and interfaces of the SCALANCE W788C-2 M12 controller-based
access points

Product versions

SCALANCE W786C-2 M12 (controller-based)
e Two wireless cards permanently installed in the device

8/50 Siemens IK PI - 2012



Technical specifications

© Siemens AG 2011

IWLAN — Controller and Controller Access Points IEEE 802.11n

Order No.
Product type designation

6GK5 788-2GD00-1AA0
SCALANCE W788C-2 M12

Order No.
Product type designation

6GK5 788-2GD00-1AA0
SCALANCE W788C-2 M12

Transmission rate

Transmission rate

e with W-LAN, maximum
e with Industrial Ethernet
* Note

450 Mbit/s
10 ... 1 000 Mbit/s

Interfaces

Number of electrical connections

e for network components or
terminal equipment

o for power supply
e for redundant power supply

Design of electrical connection

e for network components or
terminal equipment

e for power supply

Number of optical connections for
fiber-optic cables at 100 Mbit/s

Design of optical connection for
fiber-optic cables at 100 Mbit/s

M12 interface (8-pin, A-coded),
PoE
M12 interface (4-pin, A-coded),
PoE

Design of swap medium C-Plug No
Interfaces wireless

Number of permanently installed 2
wireless cards

Number of internal antennas -
Number of electrical connections 6

for external antenna(s)

Design of electrical connection for
external antenna(s)

N-Connect female (socket)

Supply voltage,
current consumption, power loss

Type of power supply DC
Power supply
¢ 1 from M12 power connector 19.2V
(A-coded) for redundant power
supply
¢ 2 from M12 power connector 288V
(A-coded) for redundant power
supply
* From Power-over-Ethernet 48V
according to IEEE802.3at for
Type 1 and IEEE802.3af
* From Power-over-Ethernet 48V
according to IEEE802.3at for
Type 2
Permissible ambient conditions
Ambient temperature
¢ During operation -20 ... +60 °C
¢ During storage -40 ... +70 °C
e During transport -40 ... +70 °C
Relative humidity at 25 °C without 90 %
condensation during operation,
maximum
IP degree of protection IP65

Ambient conditions for operation

Design, dimensions and weights

Width of enclosure without antenna
Height of enclosure without antenna
Depth of enclosure without antenna
Net weight

Type of mounting: wall mounting

200 mm
176 mm
79 mm
1.7 kg
Yes

Wireless frequencies

Wireless frequency

o With WLAN in the 2.4 GHz
frequency band

e with WLAN in the 5 GHz
frequency band

2.41...2.48 GHz

4.9...58GHz

Product functions
Management, configuration,
programming

Product function

e Operation with IWLAN controller

® Operation with Enterasys WLAN
controller

Yes
Yes

Standards, specifications,
approvals

Standard

e for EMC of FM

e for hazardous zone

e for CSA and UL safety

e for hazardous zone of CSA and UL

Certificate of suitability

e CE marking

e EC Declaration of Conformity

o C-Tick

e CCC

® Railroad application
according to EN 50155

e e1 approval

e E1 approval

o NEMA4X

Standard for wireless
communication

¢ [EEE 802.11a

¢ [EEE 802.11b

e |[EEE 802.11g

¢ [EEE 802.11h

¢ [EEE 802.11n

Wireless approval

Marine classification association

e American Bureau of Shipping
Europe Ltd. (ABS)

e Bureau Veritas (BV)

¢ Det Norske Veritas (DNV)

e Germanischer Lloyd (GL)

e Lloyds Register of Shipping (LRS)
* Nippon Kaiji Kyokai (NK)

¢ Polski Rejestr Statkow (PRS)

UL 60950-1 CSA C22.2
No. 60950-1

Yes
Yes
Yes
No
No

No
No
No

Yes
Yes
Yes
Yes
Yes
You can find the latest list of

countries at: www.siemens.com/
simatic-net/ik-info

No

No
No
No
No
No
No
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Controller Access Points
SCALANCE W788C M12 for the indoor area

. Ordering data Order No. . More information
SCALANCE W788C M12 Controller Access Points Wireless approvals:
IWLAN access points for Current approvals can be found on the Internet at:
operating with the SCALANCE www.siemens.com/wireless-approvals
WLC IWLAN Controller; with two
built-in wireless interfaces; To assist in selecting the right products for Industrial Wireless
wireless networks |IEEE 802.11a/ Communication, the SIMATIC NET Selection Tool is available:
b/g/h/n at 2.4/5 GHz up to . .
450 Mbit/s; WPA2/AES; Power Online version:
over Ethernet (PoE), IP65 degree www.siemens.com/snst
of protection (-20 °C to +60 °C); . .
scope of delivery: Mounting Offline version:
hardware; manual on CD-ROM, www.siemens.com/snst-download
German/English
* SCALANCE W788C-2 M12 6GK5 788-2GD00-1AA0

with N-Connect female connec-
tions for six external antennas

Accessories
IE FC M12 Plug PRO 4 x 2

M12 plug-in connector suitable
for on-site assembly (X-coded,
IP65/IP67), metal enclosure,
insulation/displacement

fast connection method,

for SCALANCE W

* 1 unit 6GK1 901-0DB30-6AA0
* 8 units 6GK1 901-0DB30-6AA8
DIN rail mounting adapter 6GK5 798-8ML00-0AB3

DIN rail mounting adapter for
SCALANCE W788 M12 and
SCALANCE W788 RJ45; screw
fixing for mounting on a 35 mm
DIN rail to EN 50 022;

scope of supply: 3 units per pack

IE FC Standard Cable GP 4 x 2 6XV1 878-2A

8-core, shielded TP installation
cable for connection to

|IE FC RJ45Plug 4 x 2and IE M12
Plug PRO 4 x 2; PROFINET-
compliant; with UL approval;

sold by the meter;

max. length 1000 m,

minimum order 20 m

|IE FC Flexible Cable GP 4 x 2 6XV1 878-2B

8-core, shielded TP installation
cable for connection to

|IE FC RJ45Plug 4 x 2and IE M12
Plug PRO 4 x 2 for occasional
movement; PROFINET-compliant;
with UL approval,

sold by the meter;

max. length 1000 m,

minimum order 20 m

|IE FC Stripping Tool 6GK1 901-1GA00

Preadjusted stripping tool
for fast stripping of the
Industrial Ethernet FC cables

Antennas and miscellaneous see Industrial Wireless LAN/
IWLAN accessories accessories
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Controller Access Points
SCALANCE W786C RJ45 for the outdoor area

| Overview N Design

Rugged plastic enclosure (plexi-glass type), shock and
vibration-proof for severe mechanical loading

High IP65 degree of protection against dust and water jets
For use at ambient temperatures from -40 °C to +60 °C
Resistant to condensation

Resistant to UV radiation and saltwater spray

Design for use outdoors

6 x R-SMA sockets for the connection of remote antennas or
six internal antennas

Version with 1 x RJ45 connection for 10/100/1000 Mbit/s with
Power-over-Ethernet according to IEEE 802.3at Type 1
(corresponds to IEEE 802.3af)

1x 24 V DC connection, optional operation with 12to 24 V DC
or 100 to 240 V AC with power supply integrated into device
Mounting: Wall or, with optional mounting set, on S7 mounting
rail, 35 mm standard mounting rail, or on a pole

e SCALANCE W786C-2 controller-based access points can
only be operated on the SCALANCE WLC IWLAN Controller

Infeed of 48 V DC or with Dependi iant:

* Support for the WLAN standard IEEE 802.11n, 3x3 MIMO power supplies 100240V R g o o e
(compatible with IEEE 802.11a/b/g/h) AC or - Fiber-optic connection
¢ Especially well suited to applications with high climatic 12-24 vV DC (multimode)
requirements when installed outdoors and in areas accessible

to the public

slot . Antenna
cen connections
\ depending

on variant

Dependent on variant:
internal antennas in this case

G_IK10_XX_30168

Design and interfaces of the SCALANCE W786C-2 controller-based
access points

Product versions
SCALANCE W786C-2 (controller-based)
e Two wireless cards permanently installed in the device

® \ersions with:
- Six internal antennas
- Six connections for external antennas
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Controller Access Points
SCALANCE W786C RJ45 for the outdoor area

. Technical specifications

Order No.
Product type designation

6GK5 786-2HC00-1AA0
SCALANCE W786C-2IA RJ45

6GK5 786-2FC00-1AA0
SCALANCE W786C-2 RJ45

Transmission rate

Transmission rate

e with W-LAN, maximum
e with Industrial Ethernet
* Note

450 Mbit/s
10 ... 1 000 Mbit/s

450 Mbit/s
10 ... 1 000 Mbit/s

Interfaces

Number of electrical connections

e for network components or
terminal equipment

o for power supply
e for redundant power supply

Design of electrical connection

e for network components or
terminal equipment

e for power supply

Number of optical connections for
fiber-optic cables at 100 Mbit/s

Design of optical connection for
fiber-optic cables at 100 Mbit/s

Number of optical connections for
fiber-optic cables at 1000 Mbit/s

Design of optical connection for
fiber-optic cables at 1000 Mbit/s

RJ45 socket

2-pin connector (24 V DC)
or optionally available power supply adapter
(4-pin 24 V DC or 3-pin 110 to 230 V AC)

RJ45 socket

2-pin connector (24 V DC)
or optionally available power supply adapter
(4-pin 24 V DC or 3-pin 110 to 230 V AC)

Design of swap medium C-Plug No No

Interfaces wireless

Number of permanently installed 2 2

wireless cards

Number of internal antennas 6 -

Number of electrical connections - 6

for external antenna(s)

Design of electrical connection for - R-SMA female (socket)

external antenna(s)

Supply voltage,

current consumption, power loss

Type of power supply DC DC

Power supply

¢ 1 from terminal block 19.2V 19.2V

¢ 2 from terminal block 28.8V 28.8V

¢ From Power-over-Ethernet 48V 48V
according to IEEE802.3at for
Type 1 and IEEE802.3af

® From Power-over-Ethernet 48V 48V
according to IEEE802.3at for
Type 2

* From optionally integrated power
supply
- With AC 100 ... 240V 100 ... 240 V
- With DC 12...24V 12...24V
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Controller Access Points
SCALANCE W786C RJ45 for the outdoor area

. Technical specifications (continued)

Order No.
Product type designation

6GK5 786-2HC00-1AA0
SCALANCE W786C-2IA RJ45

6GK5 786-2FC00-1AA0
SCALANCE W786C-2 RJ45

Permissible ambient conditions
Ambient temperature

e During operation

¢ During storage

¢ During transport

Relative humidity at 25 °C without

condensation during operation,
maximum

IP degree of protection
Ambient conditions for operation

-40 ... +60 °C
-40 ... +85°C
-40 ... +85°C
100 %

IP65

When using the 100 ... 240 V AC power supply,
an operating temperature of -40 °C to +60 °C is

-40 ... +60 °C
-40 ... +85°C
-40 ... +85°C
100 %

P65

When using the 100 ... 240 V AC power supply,
an operating temperature of -40 °C to +60 °C is

permissible permissible
Design, dimensions and weights
Width of enclosure without antenna 251 mm 251 mm
Height of enclosure without antenna 251 mm 251 mm
Depth of enclosure without antenna 72 mm 72 mm
Net weight 2.24 kg 2.24 kg
Type of mounting: wall mounting Yes Yes

Type of mounting

For mast mounting,
35 mm DIN rail mounting and S7-300 rail mounting,
an additional retaining plate is required

For mast mounting,
35 mm DIN rail mounting and S7-300 rail mounting,
an additional retaining plate is required

Wireless frequencies

Wireless frequency

e With WLAN in the 2.4 GHz
frequency band

e With WLAN in the 5 GHz
frequency band

2.41...2.48 GHz

49...58GHz

241 ...2.48 GHz

49 ..58GHz

Product functions
Management, configuration,
programming

Product function

e Operation with IWLAN controller

® Operation with Enterasys WLAN
controller

Yes
Yes

Yes
Yes
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Controller Access Points
SCALANCE W786C RJ45 for the outdoor area

. Technical specifications (continued)

Order No.
Product type designation

6GK5 786-2HC00-1AA0
SCALANCE W786C-2IA RJ45

6GK5 786-2FC00-1AA0
SCALANCE W786C-2 RJ45

Standards, specifications,

approvals

Standard

e for EMC of FM

e for hazardous zone

e for CSA and UL safety

e for hazardous zone of CSA
and UL

Certificate of suitability

UL 60950-1 CSA C22.2 No. 60950-1

UL 60950-1 CSA C22.2 No. 60950-1

e CE marking Yes Yes
¢ EC Declaration of Conformity Yes Yes
® C-Tick Yes Yes
e CCC No No
¢ Railroad application according No No
to EN 50155
e e1 approval No No
e E1 approval No No
e NEMA4X Yes Yes
* Power-over-Ethernet accordingto  Yes Yes
|IEEE802.3at for Type 1 and
|IEEE802.3af
* Power-over-Ethernet accordingto  Yes Yes
IEEE802.3at for Type 2
Standard for wireless
communication
e |[EEE 802.11a Yes Yes
e |[EEE 802.11b Yes Yes
e |[EEE 802.11g Yes Yes
e |[EEE 802.11h Yes Yes
e |[EEE 802.11n Yes Yes

Wireless approval

Marine classification association

You can find the latest list of countries at:

www.siemens.com/simatic-net/ik-info

You can find the latest list of countries at:

www.siemens.com/simatic-net/ik-info

® American Bureau of Shipping No No
Europe Ltd. (ABS)
e Bureau Veritas (BV) No No
e Det Norske Veritas (DNV) No No
e Germanischer Lloyd (GL) No No
e Lloyds Register of Shipping (LRS) No No
¢ Nippon Kaiji Kyokai (NK) No No
® Polski Rejestr Statkow (PRS) No No

Accessories
Accessories

24V DC screw terminal
included in scope of delivery

24V DC screw terminal
included in scope of delivery
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Controller Access Points
SCALANCE W786C RJ45 for the outdoor area

[ | Ordering data Order No.

Order No.

SCALANCE W786C Controller access points

IWLAN access points for

operating with the SCALANCE

WLC IWLAN Controller; with two

built-in wireless interfaces;

wireless networks

IEEE 802.11a/b/g/h/n at 2.4/

5 GHz up to 450 Mbit/s; WPA2/

AES; Power over Ethernet (PoE),

IP65 degree of protection

(-40°C to +60°C);

scope of delivery:

Mounting hardware,

2-pin screw terminal for 24 V DC;

manual on CD-ROM,;

German/English

¢ SCALANCE W786C-2IA RJ45
with six internal antennas

¢ SCALANCE W786C-2 RJ45
with R-SMA female connections
for six external antennas

6GKS5 786-2HC00-1AAQ

6GKS5 786-2FC00-1AAQ

IE FC RJ45 Plug 4 x 2

RJ45 plug connector for Industrial

Ethernet (10/100/1000 Mbit/s)
with a rugged metal enclosure
and integrated insulation
displacement contacts for

connecting Industrial Ethernet FC

installation cables;
180° cable outlet; for network

components and CPs/CPUs with

Industrial Ethernet interface
e 1 pack = 1 unit

® 1 pack = 10 units

e 1 pack = 50 units

6GK1 901-1BB11-2AA0
6GK1 901-1BB11-2AB0
6GK1 901-1BB11-2AE0

|IE FC Standard Cable GP 4 x 2

8-core, shielded TP installation
cable for connection to

|IE FC RJ45 Plug 4 x 2 and

IE M12 Plug PRO 4 x 2;
PROFINET-compliant;

Accessories
Power supply PS791-2DC

1210 24 V DC power supply
for installation in SCALANCE
W786C-2 products;
operating instructions

in German/English

6GK5 791-2DC00-0AAQ

with UL approval;
sold by the meter;
max. length 1000 m,
minimum order 20 m

6XV1 878-2A

|IE FC Stripping Tool

Preadjusted stripping tool
for fast stripping of the
Industrial Ethernet FC cables

Power supply PS791-2AC 6GKS5 791-2AC00-0AA0

110t0 230V C power supply
for installation in SCALANCE
W786C-2 products;

operating instructions

in German/English

6GK1 901-1GA00

Antennas and miscellaneous
IWLAN accessories

MS1 mounting set 6GK5 798-8MG00-0AAQ

Mounting set for fixing the
SCALANCE W786C-2 products
onto an S7-300 mounting rail or a
35 mm standard mounting rail

See Industrial Wireless LAN/
accessories

. More information

Wireless approvals:

Current approvals can be found on the Internet at:
www.siemens.com/wireless-approvals

To assist in selecting the right products for Industrial Wireless
Communication, the SIMATIC NET Selection Tool is available:

Online version:
www.siemens.com/snst

Offline version:
www.siemens.com/snst-download
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. Overview

The access points of the SCALANCE W780 product line are
optimized for the configuration of Industrial Wireless LAN
(IWLAN) wireless networks for 2.4 GHz or 5 GHz with data trans-
mission rates up to 54 Mbit/s. They can be used in all applica-
tions that require a high degree of operational reliability,even
under extremely harsh environmental conditions.

e Suitable for any application:
- SCALANCE W784 for installation in a cabinet or integration
in devices
- SCALANCE W788 for cabinet-free installation indoors
- SCALANCE W786 for outdoor environments with demanding
climatic requirements

* Reliable thanks to rugged, impact-resistant housing,
protected from water and dust (IP65), resistant to shock,
vibration and electromagnetic fields

e Approved for operation in hazardous areas in Zone 2

* Demanding applications with real-time and redundancy
requirements, such as PROFINET with PROFlsafe

¢ |In conformance with standards, as it supports IEEE 802.11;
expansions with software functions, especially for applica-
tions demanding high reliability, e.g. channel hopping
procedure (iIHOP), cyclic real-time data traffic, and very high-
speed roaming (iPCF)

e Support with planning, simulation, configuration, site survey
and documentation with the SINEMA E engineering tool,
wizards and online help; easy management with Web server
and SNMP

¢ Quick commissioning of Access Points with the optional
swap medium PRESET-PLUG and quick device exchange
in case of faults with the optional swap medium C-PLUG
(Configuration Plug)

. Benefits

get Designed for Industry

e Predictable data traffic (strict real-time requirements) and
defined response times on the wireless link

¢ Reliable wireless link, e.g. due to redundant connection and
cyclic monitoring of the wireless path

e Cost savings due to one single radio network both for
process-critical data and for non-critical communication

* Investment security because all products are compatible with
the internationally recognized WLAN standard |IEEE 802.11,
suitable for the unlicensed frequency bands of 2.4 GHz and
5 GHz (ISM bands)

e Reduced operating costs, because there is no wear of rotating
and moving plant sections

e Cost-effective connection to devices which are remote,
difficult to access or in hostile environments

. Application

The Access Points of the SCALANCE W780 product line are
designed for both industrial use and for demanding climatic
requirements outdoors. Versions for the inexpensive integration
in cabinets or in devices are also available. They offer a reliable
radio connection, versatile redundancy mechanisms, and fast
transfer of stations from one access point to the next (roaming).
In this manner, processes can be monitored and production
failures through machine downtimes avoided. In addition, Indus-
trial Wireless LAN (IWLAN) can be used in time-critical applica-
tions associated with production automation (PROFINET 10) or
for safety-related signals (PROFlIsafe).

Due to the high degree of protection (IP65) and the extended
temperature range from -40 °C to +70 °C, the Access Points are
ideally suited for use in the outdoor area. SCALANCE W
products are silicone-free and can therefore also be used in
paint plants.

When using the RCoax cable (radiating cable), operation is
particularly reliable in conveying technology and all track appli-
cations (e.g. storage and retrieval systems).

SCALANCE W786 versions are available with internal antennas
for demanding environmental requirements.
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| Application (continued)
Application examples:

e Automated guided vehicles and suspended monorails;
prevention of wear and high flexibility in the choice of route
thanks to wireless transmission of data to the vehicles

e Crane;
high flexibility through access to data communication with the
moving unit independent of the location

e Mobile control console;
reliable intervention in the process thanks to data communi-
cation over IWLAN with mobile units (e.g. Mobile Panel 277(F)
IWLAN); the number of operator panels is therefore deter-
mined by the number of personnel and no longer by the
number of control desks.

Wireless access to field devices for configuration and testing

Communication with moving stations (e.g. mobile controls and
devices), container logistics, storage and retrieval machines,
conveyor systems, conveyor belts, rotating machines, trucks

Wireless coupling of communication segments and bridging
of large distances for fast commissioning and for cost-
effective networks in which cable routing would be extremely
expensive (e.g. on public roads, rivers, lakes, train lines)

Localization of personnel and machines using WLAN tags and
localization software from AeroScout

9 AeroScout
Engine Software

[l Industrial Ethernet

Access Point AeroScout
SCALANCE Exciter
W788-1PRO

W\
(

7

AeroScout
Tag

Localization of personnel and machines via an IWLAN infrastructure

Access Point
SCALANCE
W788-1PRO

X 7

AeroScout
Exciter
=

=

—

7

AeroScout
Tag

G_IK10_XX_30234

. Design

¢ Wireless card (compatible with IEEE 802.11a/b/g/h)
permanently installed in the device
e Designed without rotating parts (operation without fans)

e Antennas can either be connected by means of a screw
connection (R-SMA) or integrated into a device
(SCALANCE W786 only)

e Function LEDs for optical signaling of faults and operating
states

¢ 1 x C-PLUG/PRESET-PLUG slot
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. Function

A simple wireless link can be constructed from a single access
point (infrastructure mode). The access point provides an
Industrial Ethernet interface for connection to the wireline
network. Stations, such as mobile controllers or a Field PG can
move freely within the wireless link and exchange data with other
stations through this access point.

If the wireless link of a single access point (wireless cell) is
insufficient, it can be expanded by further access points.

The individual wireless cells must overlap so that moving
stations can be passed seamlessly from one access point to the
next (roaming). This is performed invisibly to the application.
The access points must be able to exchange data via Industrial
Ethernet or a Wireless Distribution System (WDS).

If the Access Points are not connected to Industrial Ethernet
using a wired connection (e.g. no cable tray available for data
line), the operating mode "Wireless Distribution System" must be
selected. An Access Point from the SCALANCE W780 product
line can communicate via WDS with up to eight other Access
Points which are not connected to the data network by a direct
wired connection. Directional additional antennas can be used
to achieve ranges of several thousand meters outdoors.

Apart from a reliable radio link, the SCALANCE W780 Access
Points are characterized by their support of IT mechanisms:
e |EEE 802.11a/b/g for different frequency ranges

e |EEE 802.11h for use in the 5 GHz range outdoors

e |EEE 802.11e for Wireless Multimedia (WMM)

e |EEE 802.11i for security

e Construction of redundant networks with the Rapid Spanning
Tree Protocol (RSTP)

¢ Virtual networks (VLAN) to logically separate, for example,
different user groups

e Sending the log entries of the SCALANCE W devices to a
Syslog server

e Modern security mechanisms (e.g. network security such as
IEEE 802.1x, RADIUS, EAP mechanisms)

® |n client mode:
Network and Port Address Translation (NAT/PAT):

Mapping of private IP addresses and ports to public
addresses

Security

A high degree of data security is achieved by means of the
WPAZ2/IEEE 802.11i mechanisms. These define modern proce-
dures that control a regular exchange of the complete 128-bit
code as well as performing the access check (authentication) of
a station. The Advanced Encryption Standard (AES) is available
for data encryption.

Access to the devices (HTTPS) is encrypted and secure logon
(SSH) is possible. If a security concept with Virtual Private
Networks (VPN) or the SCALANCE S range is required, the
products can be integrated without any difficulty.

iFeatures (only for RR versions of the access points)
iPCF (industrial Point Coordination Function)

The iPCF mode is recommendedfor applications with a
requirement for real-time and predictable response times
(deterministic response), even during roaming of moving
stations from one access point to the next. This ensures that
wireless PROFINET IO is supported and that safety-related
signals, e.g. emergency stop, can be integrated into the wireless
link. This means that even video signals from moving stations
can be transmitted with a high level of quality.

The iPCF mechanism expands the IEEE 802.11 standard and
must be available on both the station and the access point
(e.g. SCALANCE W788-1RR). In a wireless link in which iPCF is
used, no IEEE 802.11-compliant stations can be operated.

iPCF is recommended for applications where wireless network
nodes move along predefined paths (e.g. suspended monorail).
RCoax leaky wave cables or directional antennas must be used
for this purpose.

Note:
The IWLAN/PB Link PN 10 gateway also supports iPCF
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. Function (continued)
iPCF-MC (iPCF Management Channel)

iPCF-MC is available as further development of iPCF. This mode
should be used if IWLAN stations that also support iPCF-MC
(e.g. Client Modules SCALANCE W747-1RR, Mobile Panel 277F
IWLAN) move freely about in the coverage area (especially
when using omni-directional antennas) and are to exchange
data deterministically. This functionality can only be imple-
mented in combination with RR access point versions with at
least two wireless interfaces.

[4 PROFINET with PROFIsafe

Note:
Due to the lower bandwidth when using iPCF-MC, we
recommend the iPCF mode for transmitting video signals.

SIMATIC S7-300F

v Ay v A Ay v A v v v Ay Ay Ay A A A Ay v Ay A Ay Ny Ay A Ay Ay v Ay A A A Ay v Ay Ay Ay v e v ey e A

Radio cell 1

SCALANCE
W788-2RR

Mobile Panel 277F IWLAN

— Interface 1: Data Channel
— Interface 2: Management Channel

\
Radio cell 2 \
\

SCALANCE
W786-2RR

G_IK10_XX_30232

Roaming of a mobile panel between two access points while maintaining error-free communication with iPCF-MC
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. Function (continued)
iHOP This guarantees reliable communication even with interferences

With the supplementary function iHOP, the access point in the wireless field.

changes the channel in coordination with its clients. If it detects Note:

interferences which are caused, for example, by sporadically These iFeatures cannot be used in parallel.
active WLANs on a channel, it avoids the affected channel

temporarily. Hopping to the other channel is carried out so

rapidly that usually the application is not impaired by the

channel change. If the interferences occur throughout the

complete frequency band, it is even possible to change to

another frequency band (e.g. from 2.4 to 5 GHz).

IWLAN with iHOP on changing channels Unknown WLANSs on fixed channels (interrupter)

SCALANCE
W786-1RR ((( 2.4 GHz/
Access Point Channel 1

N Z

Hopping on the channels ((( 2.4 GHz/
1-13 (2.4 GHz) and Channel 6
36-140 (5 GHz) f/-' (
B SCALANGCE (t
ANT795-6MN W747-1RR ((( 2.4 GHz/ 5 GHz/

Antenna Client Module Channel 10 Channel 40

g
ml
x
Automated guided vehicle Machine Machine with third-party zl
system Access Point <
o

Coordinated changing of channels by means of a channel hopping procedure (iHOP) to avoid disrupters

Channel Hopping (iHOP)

Occupied radio channels _.

(Schematic diagram)

Channel A, partially occupied by

WLAN A

Channel B, partially occupied by .

WLAN B

Channel C, partially occupied by . .
other radio system

_,—} Industrial Wireless LAN with channel hopping functionality (iIHOP):
SCALANCE W Access Point and Client Module change radio channels in
a cyclic and coordinated manner and so boost reliability of communication
in environments heavily subjected to radio interference.

G_IK10_XX_30218

iHOP function for SCALANCE W access points

Diagnostics and management
e Web-based (HTTP/HTTPS) management tool for configuration e LEDs for signaling operating states and fault conditions

and diagnostics using a standard browser * Signaling of faults by means of SNMP trap or e-mail to a
e Planning, configuration, simulation and measurement of the network management tool, e.g. SINEMA-Server
wireless link on site (Site Survey) with SINEMA E
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SCALANCE W784 for use in the control cabinet

[ | Overview N Design

e | ow-profile, compact aluminum enclosure, shock and
vibration-proof for high mechanical requirements

e Dust protection with IP30 degree of protection
e For use at ambient temperatures from -20 °C to +60 °C

e Construction and design suitable for integration in a device or
for installation in a cabinet

* 2 x R-SMA sockets for the connection of remote antennas

e 1 x RJ45 connection for 10/100 Mbit/s with Power-over-
Ethernet according to IEEE 802.3at Type 1 (corresponds to
IEEE 802.3af)

e 1 x 24V DC connection for redundant power infeed
e 1 x C-PLUG slot

e Function LEDs for optical signaling of faults and operating
states

* Mounting: Wall or, with optional mounting set, on S7 mounting
rail, 35 mm standard mounting rail

e Especially suitable for applications where the access point 2xRSMA connections
is to be mounted in the control cabinet ’7‘ for antennas
e | ow-cost alternative for use indoors with less severe environ-

mental conditions i

e The rugged aluminum enclosure with degree of protection
IP30 nevertheless provides protection against mechanical
and electromagnetic stress in industrial areas

C-PLUG

slot 24 V DC connection

RJ45 connection for 10/100 Mbit/s
(PoE capability acc. to IEEE 802.3af)

G_IK10_XX_30169

Design and interfaces of the SCALANCE W784 access points

Product versions
SCALANCE W784-1
* A wireless card permanently installed in the device

SCALANCE W784-1RR

e Aradio card permanently installed in the device
for establishing wireless connections with iPCF
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SCALANCE W784 for use in the control cabinet

. Function

In combination with the SCALANCE W740 Client Modules with
degree of protection IP30, an infrastructure can be set up in
which great temperature differences and protection against dust
and water play a somewhat less prominent role.

SCALANCE W784 access points for control cabinet installation
can also be operated as client modules. As an alternative, the
SCALANCE W740 client modules can be used for this mode.

RCoax Cable Segment 1 RCoax Cable Segment 2
Access Point Access Point
SCALANCE SCALANCE
W784-1RR i W784-1RR i
the cabinet Client Module Client Module Client Module s cabinel
SCALANCE SCALANCE SCALANCE
W747-1 W747-1 W747-1

Panel PC

Panel PC Panel PC

IWLAN RCoax Cable

G_IK10_XX_30172

Implementing an automatic guided transport system in a wireless link with SCALANCE W784-1RR and RCoax cable.

The mobile automated guided vehicles are integrated in the
IWLAN wireless field over the SCALANCE W747-1 Ethernet
Client Modules. Both the Access Points and the Client Modules
are in the control cabinet.

. Technical specifications

Order No.

Product type designation

6GK5 784-1AA30-2AA0
6GKS5 784-1AA30-2AB0 V)

SCALANCE W784-1

6GK5 784-1AA30-6AA0
6GK5 784-1AA30-6AB0 !

SCALANCE W784-1RR

Transmission rate

Transmission rate

e with W-LAN, maximum
e with Industrial Ethernet
* Note

54 Mbit/s
10 ... 100 Mbit/s

Due to the simultaneous use of several radio
channels, a transmission rate of 108 Mbit/s
is possible (turbo mode)

54 Mbit/s
10 ... 100 Mbit/s

Due to the simultaneous use of several radio
channels, a transmission rate of 108 Mbit/s
is possible (turbo mode)

Interfaces

Number of electrical connections

e for network components or
terminal equipment

e for power supply
e for redundant power supply

Design of electrical connection

e for network components or
terminal equipment

e for power supply
Design of swap medium C-Plug

" Wireless approval in the USA

RJ45 socket

4-pin screw terminal, PoE
Yes

RJ45 socket

4-pin screw terminal, PoE
Yes
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SCALANCE W784 for use in the control cabinet

. Technical specifications (continued)

Order No.

Product type designation

6GK5 784-1AA30-2AA0
6GKS5 784-1AA30-2AB0 V)

SCALANCE W784-1

6GK5 784-1AA30-6AA0
6GK5 784-1AA30-6AB0 !

SCALANCE W784-1RR

Interfaceswireless

Number of permanently installed
wireless cards

Number of electrical connections
for external antenna(s)

Design of electrical connection for
external antenna(s)

R-SMA female (socket)

R-SMA female (socket)

Supply voltage,
current consumption, power loss
Type of power supply DC DC
Supply voltage
¢ 1 from terminal block 24V 24V
¢ 2 from terminal block 48V 48V
¢ From Power-over-Ethernet 48V 48V
according to IEEE802.3at for
Type 1 and IEEE802.3af
Current consumed
* At 24 V DC, typical 0.23 A 0.23A
e At 48 V DC, typical 0.12A 0.12A
* With Power-over-Ethernet 0.12A 0.12A
according to IEEE802.3at for
Type 1 and IEEE8B02.3af, typical
Effective power loss
* At 24 V DC, typical 6W 6W
e At 48 V DC, typical 6W 6W
* With Power-over-Ethernet 6W 6W
according to IEEE802.3at for
Type 1 and IEEE802.3af, typical
Permissible ambient conditions
Ambient temperature
e During operation -20 ... +60 °C -20 ... +60 °C
e During storage -40 ... +70 °C -40 ... +70 °C
e During transport -40 ... +70 °C -40 ... +70°C
Relative humidity at 25 °C without 90 % 90 %
condensation during operation,
maximum
IP degree of protection IP30 IP30
Ambient conditions for operation - -
Design, dimensions and weights
Width of enclosure without antenna 100 mm 100 mm
Height of enclosure without antenna 205 mm 205 mm
Depth of enclosure without antenna 20 mm 20 mm
Net weight 0.29 kg 0.29 kg
Type of mounting
e S7-300 rail mounting - -
® Wall mounting Yes Yes

Type of mounting

) Wireless approval in the USA

For mounting on 35 mm DIN rail and S7-300 rail,
an additional adapter plate is required

For mounting on 35 mm DIN rail and S7-300 rail,
an additional adapter plate is required
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SCALANCE W784 for use in the control cabinet

. Technical specifications (continued)

Order No. 6GK5 784-1AA30-2AA0 6GK5 784-1AA30-6AA0
6GK5 784-1AA30-2AB0 ) 6GK5 784-1AA30-6AB0 ")
Product type designation SCALANCE W784-1 SCALANCE W784-1RR

Wireless frequencies
Wireless frequency

e With WLAN in the 2.4 GHz 241 ...248 GHz 241 ...2.48 GHz
frequency band
e With WLAN in the 5 GHz 49 ..58GHz 49...58GHz

frequency band

Product properties,
functions, components

General

Number of SSIDs 8 8
Product function

¢ Dual client No Yes
* iHOP No Yes
¢ iPCF No Yes
¢ iPCF-MC No No
Number of iPCF-capable radio 0 1
modules

Product functions
Management, configuration,
programming

Number of manageable IP 8 8
addresses in the client

Product function

e CLI Yes Yes
¢ Web-based management Yes Yes
* MIB support Yes Yes
® TRAPSs via e-mail Yes Yes
¢ Configuration with STEP 7 Yes Yes
e Configuration with STEP 7 in the Yes Yes
TIA Portal
® SMTP server Yes Yes
e Operation with IWLAN controller No No
® Operation with Enterasys WLAN No No
controller

¢ iQoS Yes Yes
e Forced roaming with IWLAN Yes Yes
¢ WDS Yes Yes
Protocol is supported

¢ Address Resolution Protocol (ARP)  Yes Yes
¢ ICMP Yes Yes
¢ Telnet Yes Yes
e HTTP Yes Yes
e HTTPS Yes Yes
* TFTP Yes Yes
* SNMP v1 Yes Yes
¢ SNMP v2 Yes Yes
* SNMP v3 Yes Yes
e DCP Yes Yes
e LDP Yes Yes
Identification & maintenance

¢ |[&MO — device-specific information  Yes Yes
® |&M1 - higher-level designation/ ~ Yes Yes

location designation

) Wireless approval in the USA
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Technical specifications (continued)

Order No. 6GKS5 784-1AA30-2AA0 6GK5 784-1AA30-6AA0
6GK5 784-1AA30-2AB0 ") 6GK5 784-1AA30-6AB0 ")
Product type designation SCALANCE W784-1 SCALANCE W784-1RR

Product functions Diagnostics
Product function

¢ PROFINET IO diagnostics Yes Yes
¢ Link check Yes Yes
¢ Connection monitoring IP-Alive Yes Yes
¢ L ocalization by means of Yes Yes
Aeroscout

¢ SyslLog Yes Yes
Product functions VLAN

Product function VLAN with IWLAN  Yes Yes
Product functions DHCP

Product function DHCP client Yes Yes

Product functions Redundancy
STP/RSTP protocol is supported Yes Yes

Product functions Security
Product function

e ACL — MAC based Yes Yes
¢ |[EEE 802.1x (radius) Yes Yes
o NAT/NAPT Yes Yes
e Access protection Yes Yes
according to IEEE802.11i
o WPA/WPA2 Yes Yes
¢ TKIP/AES Yes Yes
Protocol is supported SSH Yes Yes
Product functions Time
SNTP protocol is supported Yes Yes
Standards, specifications,
approvals
Standard
e for EMC of FM FM 3611: Class |, Division 2, FM 3611: Class |, Division 2,
Groups AB,C,D, T4/ Class 1, Zone 2, Group IIC, T4 Groups A,B,C,D, T4/ Class 1, Zone 2, Group IIC, T4
e for hazardous zone EN 60079-15:2005, EN 60079-0:20086, EN 60079-15:2005, EN 60079-0:2006,
I3 G ExnA Il T4 KEMA 07 ATEX 0145X I3 G ExnA Il T4 KEMA 07 ATEX 0145X
(only approved in connection with an enclosure with (only approved in connection with an enclosure with
degree of protection of at least IP 54) degree of protection of at least IP 54)
¢ for CSA and UL safety UL 60950-1 CSA C22.2 No. 60950-1 UL 60950-1 CSA C22.2 No. 60950-1
e for hazardous zone of CSA ISA 12.12.01-2000, CSA C22.2 No. 213-M1987, ISA 12.12.01-2000, CSA C22.2 No. 213-M1987,
and UL CL. 1, Div. 2, GP. AB,.C,D, T4/ CL. 1, Zone 2, CL. 1, Div. 2, GP. AB,C,D, T4 /CL. 1, Zone 2,
GP IIC, T4 /CL. 1, Zone 2, AExnC IIC, T4 GP IIC, T4 /CL. 1, Zone 2, AEx nC IIC, T4
(only approved in connection with an enclosure with (only approved in connection with an enclosure with
degree of protection of at least IP 54) degree of protection of at least IP 54)
Certificate of suitability
e CE marking Yes Yes
e EC Declaration of Conformity Yes Yes
e C-Tick Yes Yes
e CCC No No
¢ Railroad application accordingto  Yes Yes
EN 50155
* e1 approval Yes Yes
* E1 approval Yes Yes
e Power-over-Ethernet accordingto  Yes Yes
IEEE802.3at for Type 1 and
IEEE802.3af

" Wireless approval in the USA
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SCALANCE W784 for use in the control cabinet

Order No.

Product type designation

6GK5 784-1AA30-2AA0
6GK5 784-1AA30-2AB0 V)

SCALANCE W784-1

6GK5 784-1AA30-6AA0
6GK5 784-1AA30-6AB0 ")

SCALANCE W784-1RR

Standard for wireless
communication

e |[EEE 802.11a
e |[EEE 802.11b
e |[EEE 802.11e
e |[EEE 802.11g
* |[EEE 802.11h
e |[EEE 802.11i
e |[EEE 802.11n

Wireless approval

Marine classification association

* American Bureau of Shipping
Europe Ltd. (ABS)

e Bureau Veritas (BV)

¢ Det Norske Veritas (DNV)

e Germanischer Lloyd (GL)

e Lloyds Register of Shipping (LRS)
¢ Nippon Kaiji Kyokai (NK)

e Polski Rejestr Statkow (PRS)

Yes
Yes
Yes
Yes
Yes
Yes
No

You can find the latest list of countries at:

www.siemens.com/simatic-net/ik-info

Yes

Yes
No
Yes
Yes
Yes
No

Yes
Yes
Yes
Yes
Yes
Yes
No

You can find the latest list of countries at:
www.siemens.com/simatic-net/ik-info

Yes

Yes
No
Yes
Yes
Yes
No

Accessories
Accessories

" Wireless approval in the USA

24V DC screw terminal
included in scope of delivery

24V DC screw terminal
included in scope of delivery

| Ordering data

Order No.

Order No.

SCALANCE W784 access points

IWLAN access points with
built-in wireless interfaces;
wireless networks

IEEE 802.11a/b/g/h at 2.4/5 GHz
up to 54 Mbit/s; WPA2/AES;
Power over Ethernet (PoE),
IP30 degree of protection
(-20 °C to +60 °C);

scope of supply:

Mounting hardware,

24V DC screw terminal;
manual on CD-ROM;
German/English

SCALANCE W784-1
IWLAN Access Points with one

built-in radio interface

¢ National approvals for operation
outside the USA

¢ National approvals for operation
within the USA")

) Please note national approvals at

6GKS5 784-1AA30-2AA0

6GKS5 784-1AA30-2AB0

www.siemens.com/wireless-approvals

SCALANCE W784-1RR

IWLAN Access Point with one

built-in radio interface

for establishment of radio links

with iPCF

¢ National approvals for operation
outside the USA

¢ National approvals for operation
within the USA")

6GK5 784-1AA30-6AA0

6GK5 784-1AA30-6AB0
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Order No.
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IWLAN — Access Points IEEE 802.11a/b/g

Order No.

C-PLUG

Swap medium for simple
replacement of devices

in the event of a fault;

for storing configuration data;
can be used in SIMATIC NET
products with PLUG slot

6GK1 900-0AB00

PRESET-PLUG

Swap medium for simple initial
startup of SCALANCE W access
points and client modules,

as well as IWLAN/PB Link PN 10

6GKS5 798-8AB00

SIMATIC Mobile Panel 277F
IWLAN

e Communication via WLAN
(PROFINET)
with acknowledgement button
and emergency stop button

e Communication via WLAN
(PROFINET)
with acknowledgment button
and emergency stop button
with integrated handwheel,
key-operated switch, and two
illuminated pushbuttons

Note:

Please also order the desktop

power supply or battery charger!

e Table-top power supply incl.
power cable for EU, US, UK, JP
(only suitable for operation
under laboratory/office condi-
tions)

e Charger for safe storage and
charging the device incl. lock for
securing the device in the
charger. Charging capabilities
for up to two additional batteries

* Additional battery with LED
indicator for indicating the
charge status

e Transponder incl. batteries
(3x AA)

More information

Wireless approvals:

6AV6 645-0DB01-0AX0

6AV6 645-0DC01-0AX0

6AV6 671-5CN00-0AX1

6AV6 671-5CE00-0AX0

6AV6 671-5CL00-0AX0

6AV6 671-5CM00-0AX0

Current approvals can be found on the Internet at:
www.siemens.com/wireless-approvals

To assist in selecting the right products for Industrial Wireless
Communication, the SIMATIC NET Selection Tool is available:

Online version:
www.siemens.com/snst

Offline version:

www.siemens.com/snst-download

IE FC RJ45 Plug 180 2x2

RJ45 plug connector for Industrial
Ethernet with a rugged metal
enclosure and integrated
insulation-displacement contacts
for connecting Industrial Ethernet
FC installation cables;

with a 180° cable outlet;

for network components and
CPs/CPUs with Industrial Ethernet
interface

e 1 pack = 1 unit

® 1 pack = 10 units

e 1 pack = 50 units

6GK1 901-1BB10-2AA0
6GK1 901-1BB10-2AB0
6GK1 901-1BB10-2AE0

IE FC Standard Cable GP 2 x 2

4-core, shielded TP installation
cable for connection to IE

FC Outlet RJ45/ IE FC RJ45 Plug;
PROFINET-compliant;

with UL approval;

sold by the meter;

max. length 1000 m,

minimum order 20 m

6XV1 840-2AH10

|IE FC Stripping Tool

Preadjusted stripping tool
for fast stripping of the
Industrial Ethernet FC cables

6GK1 901-1GA00

IE TP Cord RJ45/RJ45
TP cable 4 x 2

with 2 RJ45 connectors
*05m

*1m

*2m

*6m

e10m

6XV1 870-3QE50
6XV1 870-3QH10
6XV1 870-3QH20
6XV1 870-3QH60
6XV1 870-3QN10

MS2 mounting set

Mounting set for fixing the
SCALANCE W784 products onto
an S7-300 mounting rail or a

35 mm standard DIN rail

6GKS5 798-8MJ00-0AA0

See Industrial Wireless LAN/
accessories
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SCALANCE W788 for the indoor area

| Overview N Design

¢ Rugged metal enclosure, shock and vibration-proof for high
mechanical requirements in industrial applications designed
without cabinets

e High IP65 degree of protection against dust and water jets
e For use at ambient temperatures from -20 °C to +60 °C
® Resistant to condensation

* 2 x R-SMA sockets for the connection of remote antennas
(4 x R-SMA for the versions with two radio modules)

e 1 x hybrid socket for data and energy line for infeed over the
IE FC Modular Outlet or for supplying with Power-over-
Ethernet according to IEEE 802.3at Type 1 (corresponds to
IEEE 802.3af)

e 1 x M12 socket for redundant power infeed (18 to 32 V DC,
48 V DC), e.g. in conjunction with the PS791-1PRO
(90 to 265 V AC) power supply

e 1 x C-PLUG slot
e Function LEDs for optical signaling of faults and operating

. . . . I . states
e Particularly suitable for industrial applications without ) ) ) )
control cabinets. * Mounting: Wall, S7-300 mounting rail (90 mm length, vertically
mounted, bolts included in scope of supply), or with optional
mounting aid on 35 mm DIN rail

for SCALANCE W788-2PRO:
2x additional sockets
for separate antennas

2x antenna,
removable

Power ‘ i -
Hybrid h@':'r "

socket -
P [
Socket _ ‘?V%Lf\NCE p
| —

guard T— 81PRO :

B 2
10/100 Mbit/s Redundant E'
Industrial Ethernet power o

Design and interfaces of the SCALANCE W788 access points

Product versions
SCALANCE W788-1PRO
e A wireless card permanently installed in the device

SCALANCE W788-1RR

* Aradio card permanently installed in the device
for establishing wireless connections with iPCF

SCALANCE W788-2PRO
* Two wireless cards permanently installed in the device

SCALANCE W788-1RR

e Two wireless cards permanently installed in the device
for establishing wireless connections with iPCF
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SCALANCE W788 for the indoor area

. Function

The devices can be installed at the location that is most
favorable for the wireless field. The enclosures and the
connectors resist high levels of shock and vibration loading
because all the connections are screwed or latched. To achieve
optimal illumination for special applications, the supplied
antennas can be replaced.

SCALANCE W788 access points can also be operated as client
modules. As an alternative, the SCALANCE W740 client
modules can be used for this mode.

The devices with two interfaces have two separate wireless
modules and behave like two separate devices in the wireless
network. This feature can be used to implement cost-effective
solutions, e.g. when a wireless interface is used for wireless
connection of a distant production site and the second wireless
interface provides a wireless field at the access point. Local
stations can log in here and move around freely. Two separate
wireless modules, however, also permit the setup of redundant
wireless fields so that a high level of operational reliability can be
achieved.

Radio cell 1 Radio cell 2
[l Industrial Ethernet
Field PG/
Notebook
Access Point Access Point
SCALANCE SCALANCE
W788-1PRO ))) ((( W788-1PRO
SIMATIC HMI
X =
: Client Module —
N gege 72 =
W746-1PRO ' ' W746-1PRO

Driverless transportation system (AGVS)

SIMATIC HMI

SIMATIC HMI

SCALANCE
X208

G_IK10_XX_30004

Roaming of moving units (e.g. Field PG and mobile controller) in a wireless network with two access points

Stations, e.g. a Field PG M, can move freely in the wireless field
of the SCALANCE W788-1PRO access points for mobile HMI.
In addition, SCALANCE W746-1PRO connects mobile HMI,
controller and PC units wirelessly to the data network.

The IWLAN wireless coverage of SCALANCE W788-1PRO
permits S7 communication and open communication between
the devices on the AGVs and stationary S7-400, as well as on the
stationary SIMATIC HMI device.

Provided that a delay (several 100 ms) caused by roaming in
accordance with IEEE 802.11 is tolerated by all communication
stations when switching the wireless cells, the communication
continues uninterrupted.

If very fast update times are necessary, e.g. for PROFINET 10
communication, access points and client modules that support
the iPCF function for very fast roaming and deterministic data
traffic are to be used, for example SCALANCE W788-1RR and
W747-1RR.

When an extremely reliable wireless field is essential, it is
recommended that the RCoax Cable is used as an alternative to
conventional antennas. This leaky-wave cable is a special
antenna along which a wireless field propagates and which is
therefore suitable for applications in which, for example, nodes
move along a rail but must have non-contact connection to the
data network to prevent wear from collector wires.
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SCALANCE W788 for the indoor area

. Function (continued)

Radio cell

Access Point
SCALANCE
W788-2RR

IWLAN/PB
Link PN 10

d d

RCoax Cable

\ 4

Field PG/Notebook

Hanger 1

v

Hanger 2
Hanger 3

3
Va

Antenna
ANT792-4DN

Hanger 4

2

)

Hanger 5

G_IK10_XX_30007

The Field PG accesses a wireless interface of SCALANCE W788-2RR for configuring, the other interface carries out communication

with the RCoax cable using iPCF

The dual access point, SCALANCE W788-2RR, can provide two
separate wireless fields. For example, a Field PG can use one
wireless field for configuration. For clear separation of the appli-

cations an RCoax cable can be used to implement contactless
PROFINET 1/O data communication with the mobile suspension
gear over an IWLAN/PB Link.

. Technical specifications

Order No.

Product type designation

6GK5 788-1AA60-2AA0
6GK5 788-1AA60-2AB0 ")

SCALANCE W788-1PRO

6GKS5 788-2AA60-2AA0
6GK5 788-2AA60-2AB0 ")

SCALANCE W788-2PRO

6GKS5 788-1AA60-6AA0
6GK5 788-1AA60-6AB0 ")

SCALANCE W788-1RR

6GK5 788-2AA60-6AA0
6GK5 788-2AA60-6AB0")

SCALANCE W788-2RR

Transmission rate

Transmission rate

e with W-LAN, maximum
e with Industrial Ethernet
* Note

54 Mbit/s

10 ... 100 Mbit/s

Due to the simultaneous
use of several radio
channels, a transmission
rate of 108 Mbit/s is
possible (turbo mode)

54 Mbit/s

10 ... 100 Mbit/s

Due to the simultaneous
use of several radio
channels, a transmission
rate of 108 Mbit/s is
possible (turbo mode)

54 Mbit/s

10 ... 100 Mbit/s

Due to the simultaneous
use of several radio
channels, a transmission
rate of 108 Mbit/s is
possible (turbo mode)

54 Mbit/s

10 ... 100 Mbit/s

Due to the simultaneous
use of several radio
channels, a transmission
rate of 108 Mbit/s is
possible (turbo mode)

Interfaces

Number of electrical connections
e for network components or

terminal equipment
e for power supply

e for redundant power supply

Design of electrical connection
e for network components or

terminal equipment
e for power supply

Design of swap medium C-Plug

" Wireless approval in the USA

Hybrid socket, RJ45
integrated

M12 interface
(4-pin, A-coded), hybrid
socket, PoE

Yes

Hybrid socket, RJ45
integrated

M12 interface

(4-pin, A-coded), hybrid
socket, PoE

Yes

Hybrid socket, RJ45
integrated

M12 interface

(4-pin, A-coded), hybrid
socket, PoE

Yes

Hybrid socket, RJ45
integrated

M12 interface

(4-pin, A-coded), hybrid
socket, PoE

Yes
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Order No.

Product type designation

6GKS5 788-1AA60-2AA0
6GKS5 788-1AA60-2AB0 ")

SCALANCE W788-1PRO

6GK5 788-2AA60-2AA0
6GK5 788-2AA60-2AB0 ")

SCALANCE W788-2PRO

6GK5 788-1AA60-6AA0
6GK5 788-1AA60-6AB0 ")

SCALANCE W788-1RR

6GK5 788-2AA60-6AA0
6GK5 788-2AA60-6AB0")

SCALANCE W788-2RR

Interfaceswireless

Number of permanently installed
wireless cards

Number of electrical connections
for external antenna(s)

Design of electrical connection for
external antenna(s)

R-SMA female (socket)

R-SMA female (socket)

R-SMA female (socket)

R-SMA female (socket)

Supply voltage, current
consumption, power loss

Type of power supply DC DC DC DC
Power supply
¢ 1 from M12 power connector 24V 24V 24V 24V
(A-coded) for redundant
power supply
¢ 2 from M12 power connector 48V 48 V 48 V 48 'V
(A-coded) for redundant
power supply
e 1 from 24V 24V 24V 24V
IE hybrid cable 2x2 + 4x0.34
e 2 from 48V 48V 48 V 48 V
IE hybrid cable 2x2 + 4x0.34
® From Power-over-Ethernet 48V 48 V 48 V 48 'V
according to IEEE802.3at for
Type 1 and IEEE802.3af
Current consumed
e At 24 V DC, typical 0.25 A 0.295 A 0.25 A 0.295 A
® At 48 V DC, typical 0.125 A 0.15A 0.125 A 0.15A
* With Power-over-Ethernet 0.125 A 0.15A 0.125 A 0.15A
according to IEEE802.3at for
Type 1 and IEEE8B02.3af, typical
Effective power loss
e At 24 V DC, typical 7W 7W 7W 9W
® At 48 V DC, typical 7W 7W 7W 9W
* With Power-over-Ethernet 7W 7W 7W 9w
according to IEEE802.3at for
Type 1 and IEEE8B02.3af, typical
Permissible ambient conditions
Ambient temperature
¢ During operation -20 ... +60 °C -20 ... +60 °C -20 ... +60 °C -20 ... +60 °C
e During storage -40 ... +70 °C -40 ... +70 °C -40 ... +70 °C -40 ... +70 °C
¢ During transport -40 ... +70 °C -40 ... +70 °C -40 ... +70°C -40 ... +70 °C
Relative humidity at 25 °C without 100 % 100 % 100 % 100 %
condensation during operation,
maximum
IP degree of protection P65 IP65 IP65 P65

Ambient conditions for operation

) Wireless approval in the USA

When used under
explosion protection
conditions (Zone 2),

the SCALANCE
W788-xPRO/RR or
W74x-1PRO/RR product
must be installed in an
enclosure that complies
at least with IP54
according to EN 60529
within the scope of

EN 50021.

When used under
explosion protection
conditions (Zone 2),

the SCALANCE
W788-xPRO/RR or
W74x-1PRO/RR product
must be installed in an
enclosure that complies
at least with IP54
according to EN 60529
within the scope of

EN 50021.

When used under
explosion protection
conditions (Zone 2),

the SCALANCE
W788-xPRO/RR or
W74x-1PRO/RR product
must be installed in an
enclosure that complies
at least with IP54
according to EN 60529
within the scope of

EN 50021.

When used under
explosion protection
conditions (Zone 2),

the SCALANCE
W788-xPRO/RR or
W74x-1PRO/RR product
must be installed in an
enclosure that complies
at least with IP54
according to EN 60529
within the scope of

EN 50021.
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Technical specifications (continued)

Order No. 6GK5 788-1AA60-2AA0  6GK5 788-2AA60-2AA0  6GK5 788-1AA60-6AA0  6GK5 788-2AA60-6AA0
6GK5 788-1AA60-2AB0") 6GK5 788-2AA60-2AB0") 6GK5 788-1AA60-6AB0") 6GK5 788-2AA60-6AB0 ")

Product type designation SCALANCE W788-1PRO SCALANCE W788-2PRO SCALANCE W788-1RR SCALANCE W788-2RR
Design, dimensions and weights

Width of enclosure without antenna 125 mm 125 mm 125 mm 125 mm

Height of enclosure without antenna 88 mm 88 mm 88 mm 88 mm

Depth of enclosure without antenna 108 mm 108 mm 108 mm 108 mm

Net weight 1.05 kg 1.05 kg 1.05 kg 1.05 kg

Type of mounting

e S57-300 rail mounting Yes Yes Yes Yes

e Wall mounting Yes Yes Yes Yes

Wireless frequencies
Wireless frequency

e With WLAN in the 2.4 GHz 241 ...2.48 GHz 241 ...2.48 GHz 241 ...2.48 GHz 241 ... 2.48 GHz
frequency band

e With WLAN in the 5 GHz frequency 4.9 ... 5.8 GHz 49 ...5.8GHz 49 ...58GHz 49 ...5.8GHz
band

Product properties,
functions, components

General

Number of SSIDs 8 16 8 16
Product function

e Dual client No No Yes Yes
* iHOP No No Yes Yes
¢ iPCF No No Yes Yes
¢ iPCF-MC No No No Yes
Number of iPCF-capable radio 0 0 1 1
modules

Product functions
Management, configuration,
programming

Number of manageable IP 8 8 8 8
addresses in the client

Product function

o CLI Yes Yes Yes Yes
* Web-based management Yes Yes Yes Yes
* MIB support Yes Yes Yes Yes
* TRAPs via e-mail Yes Yes Yes Yes
e Configuration with STEP 7 Yes Yes Yes Yes
¢ Configuration with STEP 7 in the Yes Yes Yes Yes
TIA Portal
o SMTP server Yes Yes Yes Yes
e Operation with IWLAN controller No No No No
¢ Operation with Enterasys WLAN No No No No
controller

* iQoS Yes Yes Yes Yes
e Forced roaming with IWLAN Yes Yes Yes Yes
e WDS Yes Yes Yes Yes
Protocol is supported

e Address Resolution Protocol (ARP)  Yes Yes Yes Yes
¢ ICMP Yes Yes Yes Yes
¢ Telnet Yes Yes Yes Yes
e HTTP Yes Yes Yes Yes
e HTTPS Yes Yes Yes Yes
o TFTP Yes Yes Yes Yes
e SNMP v1 Yes Yes Yes Yes
¢ SNMP v2 Yes Yes Yes Yes
e SNMP v3 Yes Yes Yes Yes
e DCP Yes Yes Yes Yes
e LDP Yes Yes Yes Yes

" Wireless approval in the USA

Siemens IK Pl - 2012



Technical specifications (continued)

© Siemens AG 2011

IWLAN — Access Points IEEE 802.11a/b/g

Order No.

Product type designation

6GKS5 788-1AA60-2AA0
6GKS5 788-1AA60-2AB0 ")

SCALANCE W788-1PRO

6GK5 788-2AA60-2AA0
6GK5 788-2AA60-2AB0 ")

SCALANCE W788-2PRO

6GK5 788-1AA60-6AA0
6GK5 788-1AA60-6AB0 ")

SCALANCE W788-1RR

6GK5 788-2AA60-6AA0
6GK5 788-2AA60-6AB0")

SCALANCE W788-2RR

Identification & maintenance

® |&MO - device-specific information  Yes Yes Yes Yes

¢ |&M1 - higher-level designation/ Yes Yes Yes Yes
location designation

Product functions Diagnostics

Product function

* PROFINET IO diagnostics Yes Yes Yes Yes

e Link check Yes Yes Yes Yes

e Connection monitoring IP-Alive Yes Yes Yes Yes

e Localization by means of Yes Yes Yes Yes
Aeroscout

¢ SyslLog Yes Yes Yes Yes

Product functions VLAN

Product function VLAN with IWLAN  Yes Yes Yes Yes

Product functions DHCP

Product function DHCP client Yes Yes Yes Yes

Product functions Redundancy

STP/RSTP protocol is supported Yes Yes Yes Yes

Product functions Security

Product function

* ACL - MAC based Yes Yes Yes Yes

¢ |[EEE 802.1x (radius) Yes Yes Yes Yes

o NAT/NAPT Yes Yes Yes Yes

e Access protection according Yes Yes Yes Yes
to IEEE802.11i

o WPA/WPA2 Yes Yes Yes Yes

¢ TKIP/AES Yes Yes Yes Yes

Protocol is supported SSH Yes Yes Yes Yes

Product functions Time

SNTP protocol is supported Yes Yes Yes Yes

Standards, specifications,
approvals

Standard
e for EMC of FM

e for hazardous zone

e for CSA and UL safety

e for hazardous zone of CSA
and UL

" Wireless approval in the USA

FM 3611: Class I,
Division 2, Groups
AB,C,D, T4/Class 1,
Zone 2, Group IIC, T4
EN 60079-15:2005,

EN 60079-0:2006,

I3 G Ex nA Il T4 KEMA
07 ATEX 0145X

UL 60950-1 CSA C22.2
No. 60950-1

ISA 12.12.01-2000,
CSA C22.2

No. 213-M1987, CL. 1,
Div. 2, GP. AB,C,D, T4/
CL.1,Zone2,GPIIC, T4/
CL. 1, Zone 2, AEx nC
IIC, T4

FM 3611: Class |,
Division 2, Groups
AB,C,D, T4 /Class 1,
Zone 2, Group IIC, T4
EN 60079-15:2005,

EN 60079-0:2006,

113 G Ex nA Il T4 KEMA
07 ATEX 0145X

UL 60950-1 CSA C22.2
No. 60950-1

ISA 12.12.01-2000,

CSA C22.2

No. 213-M1987, CL. 1,
Div. 2, GP. AB,C,D, T4/
CL.1,Zone2,GPIIC, T4/
CL. 1, Zone 2, AEx nC
IIC, T4

FM 3611: Class |,
Division 2, Groups
AB,C,D, T4 /Class 1,
Zone 2, Group IIC, T4
EN 60079-15:2005,

EN 60079-0:20086,

I3 G ExnA Il T4 KEMA
07 ATEX 0145X

UL 60950-1 CSA C22.2
No. 60950-1

ISA 12.12.01-2000,
CSA C22.2

No. 213-M1987, CL. 1,
Div. 2, GP. AB,CD, T4/
CL.1,Zone2,GPIIC, T4/
CL. 1, Zone 2, AExnC
IIC, T4

FM 3611: Class |,
Division 2, Groups
AB,C,D, T4 /Class 1,
Zone 2, Group IIC, T4
EN 60079-15:2005,

EN 60079-0:2006,

II'3 G ExnA Il T4 KEMA
07 ATEX 0145X

UL 60950-1 CSA C22.2
No. 60950-1

ISA 12.12.01-2000,

CSA C22.2

No. 213-M1987, CL. 1,
Div. 2, GP. AB,CD, T4/
CL.1,Zone2,GPIIC, T4/
CL. 1, Zone 2, AEx nC
IIC, T4
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SCALANCE W788 for the indoor area

. Technical specifications (continued)

6GK5 788-1AA60-2AA0  6GK5 788-2AA60-2AA0  6GK5 788-1AA60-6AA0  6GKS5 788-2AA60-6AA0
6GK5 788-1AA60-2AB0") 6GK5 788-2AA60-2AB0") 6GK5 788-1AA60-6AB0') 6GKS5 788-2AA60-6AB0")

Order No.

Product type designation SCALANCE W788-1PRO SCALANCE W788-2PRO SCALANCE W788-1RR SCALANCE W788-2RR

Certificate of suitability

e CE marking Yes Yes Yes Yes
¢ EC Declaration of Conformity Yes Yes Yes Yes
e C-Tick Yes Yes Yes Yes
e CCC No No No No
¢ Railroad application accordingto  Yes Yes Yes Yes
EN 50155
e e1 approval Yes Yes Yes Yes
* E1 approval Yes Yes Yes Yes
® Power-over-Ethernet accordingto ~ Yes Yes Yes Yes
IEEE802.3at for Type 1 and
|IEEE802.3af
Standard for wireless
communication
e |[EEE 802.11a Yes Yes Yes Yes
¢ [EEE 802.11b Yes Yes Yes Yes
e |[EEE 802.11e Yes Yes Yes Yes
e |[EEE 802.11g Yes Yes Yes Yes
e |[EEE 802.11h Yes Yes Yes Yes
e |[EEE 802.11i Yes Yes Yes Yes
e |[EEE 802.11n No No No No

Wireless approval

Marine classification association

You can find the latest list

of countries at:
www.siemens.com/
simatic-net/ik-info

You can find the latest list

of countries at:
www.siemens.com/
simatic-net/ik-info

You can find the latest list

of countries at:
www.siemens.com/
simatic-net/ik-info

You can find the latest list

of countries at:
www.siemens.com/
simatic-net/ik-info

e American Bureau of Shipping Yes Yes Yes Yes
Europe Ltd. (ABS)

e Bureau Veritas (BV) Yes Yes Yes Yes

¢ Det Norske Veritas (DNV) No No No No

e Germanischer Lloyd (GL) Yes Yes Yes Yes

e Lloyds Register of Shipping (LRS) Yes Yes Yes Yes

¢ Nippon Kaiji Kyokai (NK) Yes Yes Yes Yes

® Polski Rejestr Statkow (PRS) Yes Yes Yes Yes
Accessories

Accessories 2 antennas, 2 antennas, 2 antennas, 2 antennas,

) Wireless approval in the USA

hybrid connector
included in scope of
delivery

hybrid connector
included in scope of
delivery

hybrid connector
included in scope of
delivery

hybrid connector
included in scope of
delivery
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IWLAN — Access Points IEEE 802.11a/b/g

Order No.

IWLAN access points with
built-in wireless interfaces;
wireless networks

IEEE 802.11a/b/g/h at 2.4/5 GHz
up to 54 Mbit/s; WPA2/AES;
Power over Ethernet (PoE),
IP65 degree of protection
(-20°C to +60°C);

scope of supply:

two ANT795-4MR antennas,
IP67 hybrid plug-in connector,
mounting hardware,

manual on CD-ROM,
German/English

SCALANCE W788-1PRO

IWLAN Access Point with one

built-in radio interface

¢ National approvals for operation
outside the USA

¢ National approvals for operation
within the USA")

SCALANCE W788-2PRO

IWLAN Dual Access Point with

two built-in radio interfaces

¢ National approvals for operation
outside the USA

¢ National approvals for operation
within the USA")

SCALANCE W788-1RR

IWLAN Access Point with one

built-in radio interface for

establishment of radio links

with iPCF

¢ National approvals for operation
outside the USA

¢ National approvals for operation
within the USA")

SCALANCE W788-2RR

IWLAN Dual Access Point with

two built-in radio interfaces for

establishment of radio links

with iPCF

¢ National approvals for operation
outside the USA

¢ National approvals for operation
within the USA")

) Please note national approvals at

6GKS5 788-1AA60-2AA0

6GKS5 788-1AA60-2AB0

6GKS5 788-2AA60-2AA0

6GKS5 788-2AA60-2AB0

6GK5 788-1AA60-6AA0

6GKS5 788-1AA60-6ABO0

6GKS5 788-2AA60-6AA0

6GK5 788-2AA60-6AB0

www.siemens.com/wireless-approvals

C-PLUG

Swap medium for simple
replacement of devices in the
event of a fault;

for storing configuration data;
can be used in SIMATIC NET
products with PLUG slot

6GK1 900-0AB00

PRESET-PLUG

Swap medium for simple initial
startup of SCALANCE W access
points and client modules,

as well as IWLAN/PB Link PN IO

6GK5 798-8AB00

SIMATIC Mobile Panel 277F

IWLAN

e Communication via WLAN
(PROFINET)
with acknowledgement button
and emergency stop button

e Communication via WLAN
(PROFINET)
with acknowledgment button
and emergency stop button
with integrated handwheel,
key-operated switch, and two
illuminated pushbuttons

Note:

Please also order the desktop

power supply or battery charger!

® Table-top power supply incl.
power cable for EU, US, UK, JP
(only suitable for operation
under laboratory/office condi-
tions)

e Charger for safe storage and
charging the device incl. lock for
securing the device in the
charger. Charging capabilities
for up to two additional batteries

e Additional battery with LED
indicator for indicating the
charge status

® Transponder incl. batteries
(3x AA)

6AV6 645-0DB01-0AX0

6AV6 645-0DC01-0AX0

6AV6 671-5CN00-0AX1

6AV6 671-5CE00-0AX0

6AV6 671-5CL0O0-0AX0

6AV6 671-5CMO00-0AX0
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Ordering data

Order No.
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Order No.

(continued)

IE FC RJ45 modular outlet
with power insert

FastConnect RJ45 modular outlet
for Industrial Ethernet with a
replaceable insert for 1 x 24 V
and 1 x 100 Mbit/s interface

6GK1 901-1BE00-0AA3

IE Hybrid Cable 2x2 + 4x0.34

4-wire, shielded installation cable;
sold by the meter;

up to 1000 m,

minimum order 20 m

6XV1 870-2J

IE FC RJ45 Plug 180 2x2

RJ45 plug connector for
Industrial Ethernet with a rugged
metal enclosure and integrated
insulation-displacement contacts
for connecting Industrial Ethernet
FC installation cables;

with a 180° cable outlet;

for network components and
CPs/CPUs with Industrial Ethernet
interface

® 1 pack = 1 unit

e 1 pack = 10 units

e 1 pack = 50 units

6GK1 901-1BB10-2AA0
6GK1 901-1BB10-2AB0
6GK1 901-1BB10-2AE0

IE FC Standard Cable GP 2 x 2

4-core, shielded TP installation
cable for connection to IE

FC Outlet RJ45/ IE FC RJ45 Plug;
PROFINET-compliant;

with UL approval,

sold by the meter;

max. length 1000 m,

minimum order 20 m

6XV1 840-2AH10

IE FC Stripping Tool

Preadjusted stripping tool
for fast stripping of the
Industrial Ethernet FC cables

6GK1 901-1GA00

IE TP Cord RJ45/RJ45
TP cable 4 x 2

with 2 RJ45 connectors
e05m

*1m

°2m

*6m

e10m

More information

Wireless approvals:

6XV1 870-3QE50
6XV1 870-3QH10
6XV1 870-3QH20
6XV1 870-3QH60
6XV1 870-3QN10

Current approvals can be found on the Internet at:
www.siemens.com/wireless-approvals

To assist in selecting the right products for Industrial Wireless
Communication, the SIMATIC NET Selection Tool is available:

Online version:
www.siemens.com/snst

Offline version:

www.siemens.com/snst-download

Siemens IK Pl - 2012

IP 67 hybrid connector

Connector for connecting
SCALANCE W700 to

Industrial Ethernet and

Power over Ethernet (PoE),

with assembly instructions, 1 unit

09 45 125 1300.00

Order directly from:

HARTING Deutschland GmbH &
Co. KG

P.O. Box 24-51

32381 Minden, Germany
Phone: +49 (0)571-8896-0

Fax: +49 (0)571-8896-354
E-mail: de.sales@HARTING.com
Internet: www.HARTING.com

Power M12
Cable Connector PRO

Terminal socket for connection of
SCALANCE W700 for 24 V DC
supply voltage; 4-pole, A-coded,
with assembly instructions,

3 units

6GK1 907-0DC10-6AA3

PS791-1PRO Power Supply

AC/DC power supply, 10 W,
IP65 (-20 to +60 °C),

input: 90 V - 265 V AC, output:
24V DC,

metal housing;

scope of supply:

AC power 3+PE cable connector,
DC power cord M12,
mounting hardware;

operating instructions
German/English

6GK5 791-1PS00-0AA6

|IE Hybrid RJ45
Socket Dust Cover

Dust cap for RJ45 connection
socket (Industrial Ethernet/PoE)
of SCALANCE W700

6ES7 194-1JB10-0XA0

See Industrial Wireless LAN/
accessories
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Industrial Wireless Communication
IWLAN — Access Points IEEE 802.11a/b/g

. Overview

* Especially well suited to applications with high climatic
requirements when installed outdoors and in areas accessible
to the public

. Design

e Rugged plastic enclosure (plexi-glass type), shock and
vibration-proof for severe mechanical loading

e High IP65 degree of protection against dust and water jets
e For use at ambient temperatures from -40 °C to +70 °C

* Resistant to condensation

* Resistant to UV radiation and saltwater spray

e Up to 6 x R-SMA sockets for the connection of r